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FOREWORD

Every profession is based on a body of knowl-
edge, although that knowledge is not always
dened in a concise manner. In cases where no
ormality exists, the body o knowledge is “gen-
erally recognized” by practitioners and may
be codied in a variety o ways or a variety o
different uses. But in many cases, a guide to a
body of knowledge is formally documented, usu-
ally in a form that permits it to be used for such
purposes as development and accreditation of
academic and training programs, certication o
specialists, or proessional licensing. Generally,
a professional society or similar body maintains
stewardship o the ormal denition o a body o
knowledge.
During the past orty-ve years, sotware engi-

neering has evolved from a conference catch-
phrase into an engineering profession, character-
ized by 1) a professional society, 2) standards that
specify generally accepted professional practices,
3) a code o ethics, 4) conerence proceedings,
5) textbooks, 6) curriculum guidelines and cur-
ricula, 7) accreditation criteria and accredited
degree programs, 8) certication and licensing,
and 9) this Guide to the Body o Knowledge.
In thisGuide to the Sotware Engineering Body

o Knowledge, the IEEE Computer Society pres-
ents a revised and updated version of the body of
knowledge ormerly documented as SWEBOK
2004; this revised and updated version is denoted
SWEBOK V3. This work is in partial ulllment
of the Society’s responsibility to promote the
advancement of both theory and practice for the
profession of software engineering.
It should be noted that this Guide does not

present the entire the body of knowledge for soft-
ware engineering but rather serves as a guide to
the body of knowledge that has been developed
over more than four decades. The software engi-
neering body of knowledge is constantly evolv-
ing. Nevertheless, this Guide constitutes a valu-
able characterization of the software engineering
profession.

In 1958, John Tukey, the world-renowned stat-
istician, coined the term sotware. The term soft-
ware engineering was used in the title o a NATO
conerence held in Germany in 1968. The IEEE
Computer Society rst published its Transactions
on Sotware Engineering in 1972, and a commit-
tee for developing software engineering stan-
dards was established within the IEEE Computer
Society in 1976.
In 1990, planning was begun or an interna-

tional standard to provide an overall view of soft-
ware engineering. The standard was completed in
1995 with designation ISO/IEC 12207 and given
the title of Standard or Sotware Lie Cycle Pro-
cesses. The IEEE version o 12207 was published
in 1996 and provided a major oundation or the
body o knowledge captured in SWEBOK 2004.
The current version o 12207 is designated as
ISO/IEC 12207:2008 and IEEE 12207-2008; it
provides the basis or this SWEBOK V3.
This Guide to the Sotware Engineering Body

o Knowledge is presented to you, the reader, as
a mechanism for acquiring the knowledge you
need in your lifelong career development as a
software engineering professional.

Dick Fairley, Chair
Sotware and Systems Engineering Committee

IEEE Computer Society

Don Shafer, Vice President
Proessional Activities Board

IEEE Computer Society
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FOREWORD TO THE 2004 EDITION

In this Guide, the IEEE Computer Society estab-
lishes or the rst time a baseline or the body
o knowledge or the eld o sotware engineer-
ing, and the work partially ullls the Society’s
responsibility to promote the advancement of
both theory and practice in this eld. In so doing,
the Society has been guided by the experience
of disciplines with longer histories but was not
bound either by their problems or their solutions.
It should be noted that the Guide does not pur-

port to dene the body o knowledge but rather to
serve as a compendium and guide to the body of
knowledge that has been developing and evolv-
ing over the past four decades. Furthermore,
this body of knowledge is not static. The Guide
must, necessarily, develop and evolve as software
engineering matures. It nevertheless constitutes
a valuable element of the software engineering
infrastructure.
In 1958, John Tukey, the world-renowned stat-

istician, coined the term sotware. The term sot-
ware engineering was used in the title o a NATO
conerence held in Germany in 1968. The IEEE
Computer Society rst published its Transactions
on Sotware Engineering in 1972. The committee
established within the IEEE Computer Society
for developing software engineering standards
was ounded in 1976.
The rst holistic view o sotware engineer-

ing to emerge rom the IEEE Computer Society
resulted from an effort led by Fletcher Buckley
to develop IEEE standard 730 or sotware qual-
ity assurance, which was completed in 1979.
The purpose o IEEE Std. 730 was to provide
uniform, minimum acceptable requirements for
preparation and content of software quality assur-
ance plans. This standard was infuential in com-
pleting the developing standards in the following
topics: conguration management, sotware test-
ing, software requirements, software design, and
sotware verication and validation.
During the period 1981–1985, the IEEE Com-

puter Society held a series of workshops con-
cerning the application of software engineering

standards. These workshops involved practitio-
ners sharing their experiences with existing stan-
dards. The workshops also held sessions on plan-
ning for future standards, including one involving
measures and metrics for software engineer-
ing products and processes. The planning also
resulted in IEEE Std. 1002, Taxonomy o Sotware
Engineering Standards (1986), which provided a
new, holistic view of software engineering. The
standard describes the form and content of a soft-
ware engineering standards taxonomy. It explains
the various types of software engineering stan-
dards, their functional and external relationships,
and the role of various functions participating in
the software life cycle.
In 1990, planning or an international stan-

dard with an overall view was begun. The plan-
ning focused on reconciling the software process
views rom IEEE Std. 1074 and the revised US
DoD standard 2167A. The revision was eventu-
ally published as DoD Std. 498. The international
standard was completed in 1995 with designa-
tion, ISO/IEC 12207, and given the title o Stan-
dard or Sotware Lie Cycle Processes. Std. ISO/
IEC 12207 provided a major point o departure
for the body of knowledge captured in this book.
It was the IEEE Computer Society Board o

Governors’ approval o the motion put orward
in May 1993 by Fletcher Buckley which resulted
in the writing of this book. The Association for
Computing Machinery (ACM) Council approved
a related motion inAugust 1993. The twomotions
led to a joint committee under the leadership of
Mario Barbacci and Stuart Zweben who served as
cochairs. The mission statement of the joint com-
mittee was “To establish the appropriate sets(s)
of criteria and norms for professional practice of
software engineering upon which industrial deci-
sions, proessional certication, and educational
curricula can be based.” The steering committee
organized task orces in the ollowing areas:

1.Dene Required Body o Knowledge and
Recommended Practices.
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2.Dene Ethics and Proessional Standards.
3. Dene Educational Curricula or undergradu-
ate, graduate, and continuing education.

This book supplies the rst component: required
body of knowledge and recommend practices.
The code of ethics and professional practice

or sotware engineering was completed in 1998
and approved by both the ACM Council and the
IEEE Computer Society Board o Governors. It
has been adopted by numerous corporations and
other organizations and is included in several
recent textbooks.
The educational curriculum for undergraduates

is being completed by a joint eort o the IEEE
Computer Society and the ACM and is expected
to be completed in 2004.
Every profession is based on a body of knowl-

edge and recommended practices, although they
are not always dened in a precise manner. In
many cases, these are formally documented, usu-
ally in a form that permits them to be used for
such purposes as accreditation of academic pro-
grams, development of education and training
programs, certication o specialists, or proes-
sional licensing. Generally, a proessional society
or related body maintains custody of such a for-
mal denition. In cases where no such ormality
exists, the body of knowledge and recommended
practices are “generally recognized” by practitio-
ners and may be codied in a variety o ways or
different uses.

It is hoped that readers will nd this book use-
ful in guiding them toward the knowledge and
resources they need in their lifelong career devel-
opment as software engineering professionals.
The book is dedicated to Fletcher Buckley in

recognition of his commitment to promoting soft-
ware engineering as a professional discipline and
his excellence as a software engineering practi-
tioner in radar applications.

Leonard L. Tripp, IEEE Fellow 2003
Chair, Proessional Practices Committee, IEEE

Computer Society (2001–2003)

Chair, Joint IEEE Computer Society and ACM
Steering Committee or the Establishment o

Sotware Engineering as a Proession (1998–1999)

Chair, Sotware Engineering Standards Committee,
IEEE Computer Society (1992–1998)
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MOTIONS REGARDING THEAPPROVAL
OF SWEBOK GUIDE V3.0

The SWEBOK Guide V3.0 was submitted to ballot by veried IEEE Computer Society members in
November 2013 with the ollowing question: “Do you approve this manuscript o the SWEBOK Guide
V3.0 to move orward to ormatting and publication?”
The results o this ballot were 259 Yes votes and 5 No votes.

The following motion was unanimously adopted by the Professional Activities Board of the IEEE Com-
puter Society in December 2013:

The Proessional Activities Board o the IEEE Computer Society nds that the Guide to the Sot-
ware Engineering Body of Knowledge Version 3.0 has been successully completed; and endorses
the Guide to the Sotware Engineering Body o Knowledge Version 3.0 and commends it to the
IEEE Computer Society Board o Governors or their approval.

The following motion was adopted by the IEEE Computer Society Board of Governors in December 2013:

MOVED, that the Board o Governors o the IEEE Computer Society approves Version 3.0 o the
Guide to the Sotware Engineering Body o Knowledge and authorizes the Chair o the Proes-
sional Activities Board to proceed with printing.

MOTIONS REGARDING THEAPPROVAL
OF SWEBOK GUIDE 2004 VERSION

The following motion was unanimously adopted by the Industrial Advisory Board of the SWEBOK Guide
project in February 2004:

The Industrial Advisory Board nds that the Sotware Engineering Body o Knowledge project ini-
tiated in 1998 has been successully completed; and endorses the 2004 Version o the Guide to the
SWEBOK and commends it to the IEEE Computer Society Board o Governors or their approval.

The following motion was adopted by the IEEE Computer Society Board of Governors in February 2004:

MOVED, that the Board o Governors o the IEEE Computer Society approves the 2004 Edition o
the Guide to the Sotware Engineering Body o Knowledge and authorizes the Chair o the Proes-
sional Practices Committee to proceed with printing.

Please also note that the 2004 edition o the Guide to the Sotware Engineering Body o Knowledge
was submitted by the IEEE Computer Society to ISO/IEC without any change and was recognized as
Technical Report ISO/IEC TR 19759:2005.
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INTRODUCTION TO THE GUIDE

KA Knowledge Area

SWEBOK
Software Engineering Body of
Knowledge

Publication o the 2004 version o thisGuide to the
Sotware Engineering Body o Knowledge (SWE-
BOK 2004) was a major milestone in establishing
software engineering as a recognized engineering
discipline. The goal in developing this update to
SWEBOK is to improve the currency, readability,
consistency, and usability of the Guide.
All knowledge areas (KAs) have been updated

to refect changes in sotware engineering since
publication o SWEBOK 2004. Four new oun-
dation KAs and a Software Engineering Profes-
sional Practices KA have been added. The Soft-
ware Engineering Tools and Methods KA has
been revised as Sotware Engineering Models
and Methods. Sotware engineering tools is now
a topic in each of the KAs. Three appendices pro-
vide the specications or the KA description, an
annotated set of relevant standards for each KA,
and a listing of the references cited in the Guide.
This Guide, written under the auspices of the

Proessional Activities Board o the IEEE Com-
puter Society, represents a next step in the evolu-
tion of the software engineering profession.

WHAT IS SOFTWARE ENGINEERING?

ISO/IEC/IEEE Systems and Sotware Engineering
Vocabulary (SEVOCAB) denes sotware engi-
neering as “the application o a systematic, disci-
plined, quantiable approach to the development,
operation, andmaintenance o sotware; that is, the
application o engineering to sotware).”1

WHATARE THE OBJECTIVES OFTHE
SWEBOK GUIDE?

The Guide should not be confused with the Body
of Knowledge itself, which exists in the published

1 See www.computer.org/sevocab.

literature. The purpose of the Guide is to describe
the portion of the Body of Knowledge that is gen-
erally accepted, to organize that portion, and to
provide topical access to it.
The Guide to the Sotware Engineering Body

o Knowledge (SWEBOK Guide) was established
with the ollowing ve objectives:

1. To promote a consistent view of software
engineering worldwide

2. To specify the scope of, and clarify the place
of software engineering with respect to other
disciplines such as computer science, proj-
ect management, computer engineering, and
mathematics

3.To characterize the contents of the software
engineering discipline

4.To provide a topical access to the Software
Engineering Body of Knowledge

5.To provide a foundation for curriculum
development and or individual certication
and licensing material

The rst o these objectives, a consistent world-
wide view of software engineering, was supported
by a development process which engaged approxi-
mately 150 reviewers rom 33 countries. More
information regarding the development process can
be found on the website (www.swebok.org). Pro-
fessional and learned societies and public agencies
involved in software engineering were contacted,
made aware o this project to update SWEBOK, and
invited to participate in the review process. KAedi-
tors were recruited rom NorthAmerica, the Pacic
Rim, and Europe. Presentations on the project were
made at various international venues.
The second of the objectives, the desire to

specify the scope of software engineering, moti-
vates the undamental organization o the Guide.
The material that is recognized as being within
this discipline is organized into the teen KAs
listed in Table I.1. Each o these KAs is treated in
a chapter in this Guide.
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Table I.1. The 15 SWEBOK KAs

Software Requirements

Software Design

Software Construction

Software Testing

Sotware Maintenance

Sotware Conguration Management

Sotware Engineering Management

Software Engineering Process

Sotware Engineering Models and Methods

Sotware Quality

Software Engineering Professional Practice

Software Engineering Economics

Computing Foundations

Mathematical Foundations

Engineering Foundations

In speciying scope, it is also important to iden-
tify the disciplines that intersect with software
engineering. To this end, SWEBOK V3 also rec-
ognizes seven related disciplines, listed in Table
I.2. Sotware engineers should, o course, have
knowledge of material from these disciplines
(and the KA descriptions in this Guide may make
reerence to them). It is not, however, an objec-
tive of the SWEBOK Guide to characterize the
knowledge of the related disciplines.

Table I.2. Related Disciplines

Computer Engineering

Computer Science

General Management

Mathematics

Project Management

Quality Management

Systems Engineering

The relevant elements of computer science
and mathematics are presented in the Computing
Foundations and Mathematical Foundations KAs
of the Guide (Chapters 13 and 14).

HIERARCHICALORGANIZATION

The organization of the KA chapters supports the
third of the project’s objectives—a characteriza-
tion of the contents of software engineering. The
detailed specications provided by the project’s
editorial team to the associate editors regarding
the contents of the KA descriptions can be found
in Appendix A.
The Guide uses a hierarchical organization to

decompose each KA into a set of topics with rec-
ognizable labels. A two (sometime three) level
breakdown provides a reasonable way to nd
topics of interest. The Guide treats the selected
topics in a manner compatible with major schools
of thought and with breakdowns generally found
in industry and in software engineering literature
and standards. The breakdowns of topics do not
presume particular application domains, business
uses, management philosophies, development
methods, and so forth. The extent of each topic’s
description is only that needed to understand the
generally accepted nature of the topics and for
the reader to successully nd reerence material;
the Body of Knowledge is found in the reference
materials themselves, not in the Guide.

REFERENCE MATERIALAND MATRIX

To provide topical access to the knowledge—the
fourth of the project’s objectives—the Guide
identies authoritative reerence material or
each KA. Appendix C provides a Consolidated
Reerence List or the Guide. Each KA includes
relevant references from the Consolidated Refer-
ence List and also includes a matrix relating the
reference material to the included topics.
It should be noted that the Guide does not

attempt to be comprehensive in its citations.
Much material that is both suitable and excellent
is not reerenced. Material included in the Con-
solidated Reerence List provides coverage o the
topics described.

DEPTH OFTREATMENT

To achieve the SWEBOK th objective—pro-
viding a foundation for curriculum development,
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certication, and licensing, the criterion o gen-
erally accepted knowledge has been applied, to
be distinguished from advanced and research
knowledge (on the grounds of maturity) and from
specialized knowledge (on the grounds of gener-
ality of application).
The equivalent term generally recognized

comes rom the Project Management Institute:
“Generally recognized means the knowledge
and practices described are applicable to most
projects most of the time, and there is consensus
about their value and useulness.”2

However, the terms “generally accepted” or
“generally recognized” do not imply that the des-
ignated knowledge should be uniformly applied
to all software engineering endeavors—each proj-
ect’s needs determine that—but it does imply that
competent, capable software engineers should
be equipped with this knowledge for potential
application. More precisely, generally accepted
knowledge should be included in the study mate-
rial for the software engineering licensing exami-
nation that graduates would take after gaining
four years of work experience. Although this cri-
terion is specic to the US style o education and
does not necessarily apply to other countries, we
deem it useful.

STRUCTURE OFTHE KADESCRIPTIONS

The KA descriptions are structured as follows.
In the introduction, a brie denition o the KA

and an overview of its scope and of its relation-
ship with other KAs are presented.

2 A Guide to the Project Management Body o
Knowledge, 5th ed., Project Management Institute,
2013; www.pmi.org.

The breakdown of topics in each KA consti-
tutes the core the KA description, describing
the decomposition of the KA into subareas, top-
ics, and sub-topics. For each topic or subtopic, a
short description is given, along with one or more
references.
The reference material was chosen because it is

considered to constitute the best presentation of
the knowledge relative to the topic.Amatrix links
the topics to the reference material.
The last part of each KA description is the list

of recommended references and (optionally) fur-
ther readings. Relevant standards for each KAare
presented in Appendix B of the Guide.

APPENDIXA. KADESCRIPTION
SPECIFICATIONS

Appendix A describes the specications provided
by the editorial team to the associate editors for
the content, recommended references, format,
and style of the KA descriptions.

APPENDIX B. ALLOCATION OF STAN-
DARDS TO KAS

Appendix B is an annotated list of the relevant
standards, mostly rom the IEEE and the ISO, or
each of the KAs of the SWEBOK Guide.

APPENDIX C. CONSOLIDATED
REFERENCE LIST

Appendix C contains the consolidated list of rec-
ommended references cited in the KAs (these
references are marked with an asterisk (*) in the
text).
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CHAPTER 1

SOFTWARE REQUIREMENTS

ACRONYMS

CIA
Condentiality, Integrity, and
Availability

DAG Directed Acyclic Graph

FSM Functional Size Measurement

INCOSE
International Council on Systems
Engineering

UML Unied Modeling Language

SysML Systems Modeling Language

INTRODUCTION

TheSoftwareRequirements knowledge area (KA)
is concerned with the elicitation, analysis, speci-
cation, and validation o sotware requirements
as well as the management of requirements dur-
ing the whole life cycle of the software product.
It is widely acknowledged amongst researchers
and industry practitioners that software projects
are critically vulnerable when the requirements-
related activities are poorly performed.
Software requirements express the needs and

constraints placed on a software product that
contribute to the solution o some real-world
problem.
The term “requirements engineering” is widely

used in the eld to denote the systematic handling
of requirements. For reasons of consistency, the
term “engineering” will not be used in this KA
other than for software engineering per se.
For the same reason, “requirements engineer,”

a term which appears in some of the literature,
will not be used either. Instead, the term “sotware
engineer” or, in some specic cases, “require-
ments specialist” will be used, the latter where
the role in question is usually performed by an
individual other than a software engineer. This

does not imply, however, that a software engineer
could not perform the function.
A risk inherent in the proposed breakdown is

that a waterall-like process may be inerred. To
guard against this, topic 2, Requirements Process,
is designed to provide a high-level overview o the
requirements process by setting out the resources
and constraints under which the process operates
and which act to congure it.
An alternate decomposition could use a prod-

uct-based structure (system requirements, sot-
ware requirements, prototypes, use cases, and
so on). The process-based breakdown refects
the fact that the requirements process, if it is to
be successful, must be considered as a process
involving complex, tightly coupled activities
(both sequential and concurrent), rather than as a
discrete, one-o activity perormed at the outset
of a software development project.
The Software Requirements KA is related

closely to the Software Design, Software Testing,
Sotware Maintenance, Sotware Conguration
Management, Sotware Engineering Manage-
ment, Software Engineering Process, Software
Engineering Models and Methods, and Sotware
Quality KAs.

BREAKDOWN OFTOPICS FOR
SOFTWARE REQUIREMENTS

The breakdown of topics for the Software
Requirements KA is shown in Figure 1.1.

1. Software Requirements Fundamentals
[1*, c4, c4s1, c10s1, c10s4] [2*, c1, c6, c12]

1.1. Denition o a Sotware Requirement

At its most basic, a software requirement is a
property that must be exhibited by something in
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order to solve some problem in the real world. It
may aim to automate part of a task for someone
to support the business processes of an organiza-
tion, to correct shortcomings of existing software,
or to control a device—to name just a few of the
many problems for which software solutions are
possible. The ways in which users, business pro-
cesses, and devices function are typically complex.
By extension, therefore, the requirements on par-
ticular software are typically a complex combina-
tion from various people at different levels of an
organization, and who are in one way or another
involved or connected with this feature from the
environment in which the software will operate.
An essential property of all software require-

ments is that they be veriable as an individual
feature as a functional requirement or at the
system level as a nonunctional requirement. It
may be dicult or costly to veriy certain sot-
ware requirements. For example, verication
of the throughput requirement on a call center
may necessitate the development of simulation
software. Software requirements, software test-
ing, and quality personnel must ensure that the

requirements can be veried within available
resource constraints.
Requirements have other attributes in addi-

tion to behavioral properties. Common examples
include a priority rating to enable tradeoffs in
the ace o nite resources and a status value to
enable project progress to be monitored. Typi-
cally, software requirements are uniquely identi-
ed so that they can be subjected to sotware con-
guration management over the entire lie cycle
of the feature and of the software.

1.2. Product and Process Requirements

A product requirement is a need or constraint on
the sotware to be developed (or example, “The
software shall verify that a student meets all pre-
requisites beore he or she registers or a course”).
A process requirement is essentially a con-

straint on the development of the software (for
example, “The sotware shall be developed using
a RUP process”).
Some software requirements generate implicit

process requirements. The choice o verication

Figure 1.1. Breakdown of Topics for the Software Requirements KA
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technique is one example. Another might be the
use of particularly rigorous analysis techniques
(such as ormal specication methods) to reduce
faults that can lead to inadequate reliability. Pro-
cess requirements may also be imposed directly
by the development organization, their customer,
or a third party such as a safety regulator.

1.3. Functional and Nonunctional Requirements

Functional requirements describe the functions
that the sotware is to execute; or example, or-
matting some text or modulating a signal. They
are sometimes known as capabilities or features.
A functional requirement can also be described
as one or which a nite set o test steps can be
written to validate its behavior.
Nonunctional requirements are the ones that

act to constrain the solution. Nonfunctional
requirements are sometimes known as constraints
or quality requirements. They can be further clas-
sied according to whether they are perormance
requirements, maintainability requirements,
safety requirements, reliability requirements,
security requirements, interoperability require-
ments or one of many other types of software
requirements (see Models and Quality Character-
istics in the Sotware Quality KA).

1.4. Emergent Properties

Some requirements represent emergent proper-
ties of software—that is, requirements that can-
not be addressed by a single component but that
depend on how all the software components
interoperate. The throughput requirement for a
call center would, for example, depend on how
the telephone system, information system, and
the operators all interacted under actual operat-
ing conditions. Emergent properties are crucially
dependent on the system architecture.

1.5. Quantiable Requirements

Software requirements should be stated as clearly
and as unambiguously as possible, and, where
appropriate, quantitatively. It is important to
avoid vague and unveriable requirements that

depend for their interpretation on subjective
judgment (“the sotware shall be reliable”; “the
sotware shall be user-riendly”). This is par-
ticularly important for nonfunctional require-
ments. Two examples o quantied requirements
are the ollowing: a call center’s sotware must
increase the center’s throughput by 20%; and a
system shall have a probability of generating a
fatal error during any hour of operation of less
than 1 * 108. The throughput requirement is at a
very high level and will need to be used to derive
a number of detailed requirements. The reliabil-
ity requirement will tightly constrain the system
architecture.

1.6. System Requirements and Sotware
Requirements

In this topic, “system” means

an interacting combination of elements
to accomplish a dened objective. These
include hardware, sotware, rmware,
people, information, techniques, facilities,
services, and other support elements,

as dened by the International Council on Sot-
ware and Systems Engineering (INCOSE) [3].
System requirements are the requirements for

the system as a whole. In a system containing
software components, sotware requirements are
derived from system requirements.
This KA denes “user requirements” in a

restricted way, as the requirements of the sys-
tem’s customers or end users. System require-
ments, by contrast, encompass user requirements,
requirements of other stakeholders (such as regu-
latory authorities), and requirements without an
identiable human source.

2. Requirements Process
[1*, c4s4] [2*, c1–4, c6, c22, c23]

This section introduces the software requirements
process, orienting the remaining ve topics and
showing how the requirements process dovetails
with the overall software engineering process.
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2.1. Process Models

The objective of this topic is to provide an under-
standing that the requirements process

• is not a discrete ront-end activity o the sot-
ware life cycle, but rather a process initiated
at the beginning of a project that continues to
be rened throughout the lie cycle;

• identies sotware requirements as congu-
ration items and manages them using the
same sotware conguration management
practices as other products of the software
lie cycle processes;

• needs to be adapted to the organization and
project context.

In particular, the topic is concerned with how
the activities o elicitation, analysis, specica-
tion, and validation are congured or dierent
types of projects and constraints. The topic also
includes activities that provide input into the
requirements process, such as marketing and fea-
sibility studies.

2.2. Process Actors

This topic introduces the roles of the people who
participate in the requirements process. This pro-
cess is fundamentally interdisciplinary, and the
requirements specialist needs to mediate between
the domain of the stakeholder and that of soft-
ware engineering. There are often many people
involved besides the requirements specialist, each
of whom has a stake in the software. The stake-
holders will vary across projects, but will always
include users/operators and customers (who need
not be the same).
Typical examples of software stakeholders

include (but are not restricted to) the ollowing:

• Users: This group comprises those who will
operate the sotware. It is oten a heteroge-
neous group involving people with different
roles and requirements.

• Customers: This group comprises those who
have commissioned the software or who rep-
resent the software’s target market.

• Market analysts: A mass-market product
will not have a commissioning customer, so

marketing people are often needed to estab-
lish what the market needs and to act as
proxy customers.

• Regulators: Many application domains, such
as banking and public transport, are regu-
lated. Software in these domains must com-
ply with the requirements of the regulatory
authorities.

• Sotware engineers: These individuals have
a legitimate interest in proting rom devel-
oping the software by, for example, reusing
components in or rom other products. I,
in this scenario, a customer of a particu-
lar product has specic requirements that
compromise the potential for component
reuse, the software engineers must carefully
weigh their own stake against those of the
customer. Specic requirements, particu-
larly constraints, may have major impact on
project cost or delivery because they either
t well or poorly with the skill set o the
engineers. Important tradeos among such
requirements should be identied.

It will not be possible to perectly satisy the
requirements of every stakeholder, and it is the
software engineer’s job to negotiate tradeoffs that
are both acceptable to the principal stakeholders
and within budgetary, technical, regulatory, and
other constraints. A prerequisite for this is that all
the stakeholders be identied, the nature o their
“stake” analyzed, and their requirements elicited.

2.3. Process Support and Management

This section introduces the project management
resources required and consumed by the require-
ments process. It establishes the context or the
rst topic (Initiation and Scope Denition) o the
Sotware Engineering Management KA. Its prin-
cipal purpose is to make the link between the pro-
cess activities identied in 2.1 and the issues o
cost, human resources, training, and tools.

2.4. Process Quality and Improvement

This topic is concerned with the assessment of
the quality and improvement of the requirements
process. Its purpose is to emphasize the key role
the requirements process plays in terms of the
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cost and timeliness of a software product and of
the customer’s satisaction with it. It will help to
orient the requirements process with quality stan-
dards and process improvement models for soft-
ware and systems. Process quality and improve-
ment is closely related to both the Software
Quality KA and Sotware Engineering Process
KA, comprising

• requirements process coverage by process
improvement standards and models;

• requirements process measures and
benchmarking;

• improvement planning and implementation;
• security/CIA improvement/planning and
implementation.

3. Requirements Elicitation
[1*, c4s5] [2*, c5, c6, c9]

Requirements elicitation is concerned with the
origins of software requirements and how the
sotware engineer can collect them. It is the rst
stage in building an understanding of the problem
the sotware is required to solve. It is undamen-
tally a human activity and is where the stakehold-
ers are identied and relationships established
between the development team and the customer.
It is variously termed “requirements capture,”
“requirements discovery,” and “requirements
acquisition.”
One o the undamental principles o a good

requirements elicitation process is that of effec-
tive communication between the various stake-
holders. This communication continues through
the entire Sotware Development Lie Cycle
(SDLC) process with dierent stakeholders at
different points in time. Before development
begins, requirements specialists may form the
conduit for this communication. They must medi-
ate between the domain of the software users (and
other stakeholders) and the technical world of the
software engineer. A set of internally consistent
models at different levels of abstraction facilitate
communications between software users/stake-
holders and software engineers.
A critical element of requirements elicitation is

informing the project scope. This involves provid-
ing a description o the sotware being specied
and its purpose and prioritizing the deliverables

to ensure the customer’s most important business
needs are satised rst. This minimizes the risk
of requirements specialists spending time elicit-
ing requirements that are of low importance, or
those that turn out to be no longer relevant when
the sotware is delivered. On the other hand, the
description must be scalable and extensible to
accept further requirements not expressed in the
rst ormal lists and compatible with the previous
ones as contemplated in recursive methods.

3.1. Requirements Sources

Requirements have many sources in typical soft-
ware, and it is essential that all potential sources
be identied and evaluated. This topic is designed
to promote awareness of the various sources of
software requirements and of the frameworks for
managing them. The main points covered are as
ollows:

• Goals. The term “goal” (sometimes called
“business concern” or “critical success ac-
tor”) reers to the overall, high-level objec-
tives o the sotware. Goals provide the moti-
vation for the software but are often vaguely
formulated. Software engineers need to pay
particular attention to assessing the value
(relative to priority) and cost of goals. A fea-
sibility study is a relatively low-cost way o
doing this.

• Domain knowledge. The software engineer
needs to acquire or have available knowl-
edge about the application domain. Domain
knowledge provides the background against
which all elicited requirements knowledge
must be set in order to understand it. It’s
a good practice to emulate an ontological
approach in the knowledge domain. Rela-
tions between relevant concepts within the
application domain should be identied.

• Stakeholders (see section 2.2, Process
Actors). Much sotware has proved unsat-
isfactory because it has stressed the require-
ments of one group of stakeholders at the
expense o others. Hence, the delivered
sotware is dicult to use, or subverts the
cultural or political structures of the cus-
tomer organization. The software engineer
needs to identify, represent, and manage
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the “viewpoints” o many dierent types o
stakeholders.

• Business rules. These are statements that
dene or constrain some aspect o the struc-
ture or the behavior o the business itsel. “A
student cannot register in next semester’s
courses if there remain some unpaid tuition
ees” would be an example o a business rule
that would be a requirement source for a uni-
versity’s course-registration sotware.

• The operational environment. Requirements
will be derived from the environment in
which the software will be executed. These
may be, for example, timing constraints
in real-time sotware or perormance con-
straints in a business environment. These
must be sought out actively because they can
greatly affect software feasibility and cost as
well as restrict design choices.

• The organizational environment. Software
is often required to support a business pro-
cess, the selection of which may be condi-
tioned by the structure, culture, and internal
politics of the organization. The software
engineer needs to be sensitive to these since,
in general, new software should not force
unplanned change on the business process.

3.2. Elicitation Techniques

Once the requirements sources have been iden-
tied, the sotware engineer can start eliciting
requirements information from them. Note that
requirements are seldom elicited ready-made.
Rather, the software engineer elicits information
from which he or she formulates requirements.
This topic concentrates on techniques for getting
human stakeholders to articulate requirements-
relevant inormation. It is a very dicult task and
the software engineer needs to be sensitized to the
act that (or example) users may have diculty
describing their tasks, may leave important infor-
mation unstated, or may be unwilling or unable to
cooperate. It is particularly important to understand
that elicitation is not a passive activity and that,
even if cooperative and articulate stakeholders are
available, the software engineer has to work hard
to elicit the right inormation. Many business or
technical requirements are tacit or in feedback that

has yet to be obtained from end users. The impor-
tance o planning, verication, and validation in
requirements elicitation cannot be overstated. A
number of techniques exist for requirements elici-
tation; the principal ones are these:

• Interviews. Interviewing stakeholders is a
“traditional” means o eliciting requirements.
It is important to understand the advantages
and limitations of interviews and how they
should be conducted.

• Scenarios. Scenarios provide a valuable
means for providing context to the elicita-
tion of user requirements. They allow the
software engineer to provide a framework
for questions about user tasks by permitting
“what i” and “how is this done” questions
to be asked. The most common type of sce-
nario is the use case description. There is a
link here to topic 4.2 (Conceptual Modeling)
because scenario notations such as use case
diagrams are common in modeling software.

• Prototypes. This technique is a valuable tool
for clarifying ambiguous requirements. They
can act in a similar way to scenarios by pro-
viding users with a context within which they
can better understand what information they
need to provide. There is a wide range of
prototyping techniques—from paper mock-
ups o screen designs to beta-test versions o
software products—and a strong overlap of
their separate uses for requirements elicita-
tion and for requirements validation (see
section 6.2, Prototyping). Low delity proto-
types are often preferred to avoid stakeholder
“anchoring” on minor, incidental character-
istics of a higher quality prototype that can
limit design fexibility in unintended ways.

• Facilitated meetings. The purpose of these
meetings is to try to achieve a summative
effect, whereby a group of people can bring
more insight into their software require-
ments than by working individually. They
can brainstorm and rene ideas that may be
dicult to bring to the surace using inter-
views. Another advantage is that conficting
requirements surface early on in a way that
lets the stakeholders recognize where these
occur. When it works well, this technique
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may result in a richer and more consistent
set of requirements than might otherwise
be achievable. However, meetings need to
be handled carefully (hence the need for a
facilitator) to prevent a situation in which
the critical abilities of the team are eroded
by group loyalty, or in which requirements
refecting the concerns o a ew outspoken
(and perhaps senior) people that are favored
to the detriment of others.

• Observation. The importance o sotware
context within the organizational environ-
ment has led to the adaptation of observa-
tional techniques such as ethnography for
requirements elicitation. Software engineers
learn about user tasks by immersing them-
selves in the environment and observing how
users perform their tasks by interacting with
each other and with software tools and other
resources. These techniques are relatively
expensive but also instructive because they
illustrate that many user tasks and business
processes are too subtle and complex for
their actors to describe easily.

• User stories. This technique is commonly
used in adaptive methods (see Agile Meth-
ods in the Sotware Engineering Models
and Methods KA) and reers to short, high-
level descriptions of required functionality
expressed in customer terms. A typical user
story has the orm: “As a <role>, I want
<goal/desire> so that <benet>.” A user
story is intended to contain just enough infor-
mation so that the developers can produce a
reasonable estimate of the effort to imple-
ment it. The aim is to avoid some of the waste
that often happens in projects where detailed
requirements are gathered early but become
invalid before the work begins. Before a user
story is implemented, an appropriate accep-
tance procedure must be written by the cus-
tomer to determine whether the goals of the
user story have been ullled.

• Other techniques. A range o other techniques
for supporting the elicitation of requirements
information exist and range from analyzing
competitors’ products to applying data min-
ing techniques to using sources of domain
knowledge or customer request databases.

4. Requirements Analysis
[1*, c4s1, c4s5, c10s4, c12s5]

[2*, c7, c11, c12, c17]

This topic is concerned with the process of ana-
lyzing requirements to

• detect and resolve conficts between
requirements;

• discover the bounds of the software and how
it must interact with its organizational and
operational environment;

• elaborate system requirements to derive soft-
ware requirements.

The traditional view of requirements analysis
has been that it be reduced to conceptual model-
ing using one of a number of analysis methods,
such as the structured analysis method. While
conceptual modeling is important, we include the
classication o requirements to help inorm trad-
eoffs between requirements (requirements clas-
sication) and the process o establishing these
tradeoffs (requirements negotiation).
Care must be taken to describe requirements

precisely enough to enable the requirements to
be validated, their implementation to be veried,
and their costs to be estimated.

4.1. Requirements Classication

Requirements can be classied on a number o
dimensions. Examples include the ollowing:

• Whether the requirement is functional or
nonunctional (see section 1.3, Functional
and Nonfunctional Requirements).

• Whether the requirement is derived from one
or more high-level requirements or an emer-
gent property (see section 1.4, Emergent
Properties), or is being imposed directly on
the software by a stakeholder or some other
source.

• Whether the requirement is on the product
or the process (see section 1.2, Product and
Process Requirements). Requirements on the
process can constrain the choice of contrac-
tor, the software engineering process to be
adopted, or the standards to be adhered to.
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• The requirement priority. The higher the pri-
ority, the more essential the requirement is
for meeting the overall goals of the software.
Oten classied on a xed-point scale such
as mandatory, highly desirable, desirable,
or optional, the priority often has to be bal-
anced against the cost of development and
implementation.

• The scope of the requirement. Scope refers
to the extent to which a requirement affects
the software and software components.
Some requirements, particularly certain
nonfunctional ones, have a global scope in
that their satisfaction cannot be allocated to
a discrete component. Hence, a requirement
with global scope may strongly affect the
software architecture and the design of many
components, whereas one with a narrow
scope may offer a number of design choices
and have little impact on the satisfaction of
other requirements.

• Volatility/stability. Some requirements will
change during the life cycle of the soft-
ware—and even during the development
process itsel. It is useul i some estimate
of the likelihood that a requirement will
change can be made. For example, in a bank-
ing application, requirements for functions
to calculate and credit interest to customers’
accounts are likely to be more stable than a
requirement to support a particular kind of
tax-ree account. The ormer refects a un-
damental feature of the banking domain (that
accounts can earn interest), while the latter
may be rendered obsolete by a change to
government legislation. Flagging potentially
volatile requirements can help the software
engineer establish a design that is more toler-
ant of change.

Other classications may be appropriate,
depending upon the organization’s normal prac-
tice and the application itself.
There is a strong overlap between requirements

classication and requirements attributes (see
section 7.3, Requirements Attributes).

4.2. Conceptual Modeling

The development o models o a real-world
problem is key to software requirements analy-
sis. Their purpose is to aid in understanding the
situation in which the problem occurs, as well as
depicting a solution. Hence, conceptual models
comprise models of entities from the problem
domain, congured to refect their real-world
relationships and dependencies. This topic is
closely related to the Sotware Engineering Mod-
els and Methods KA.
Several kinds of models can be developed.

These include use case diagrams, data fow mod-
els, state models, goal-based models, user inter-
actions, object models, data models, and many
others. Many o these modeling notations are part
of the Unied Modeling Language (UML). Use
case diagrams, for example, are routinely used
to depict scenarios where the boundary separates
the actors (users or systems in the external envi-
ronment) from the internal behavior where each
use case depicts a functionality of the system.
The actors that infuence the choice o model-

ing notation include these:

• The nature of the problem. Some types of
software demand that certain aspects be ana-
lyzed particularly rigorously. For example,
state and parametric models, which are part
o SysML [4], are likely to be more impor-
tant or real-time sotware than or inorma-
tion systems, while it would usually be the
opposite for object and activity models.

• The expertise o the sotware engineer. It is
often more productive to adopt a modeling
notation or method with which the software
engineer has experience.

• The process requirements of the customer
(see section 1.2, Product and Process
Requirements). Customers may impose their
favored notation or method or prohibit any
with which they are unfamiliar. This factor
can confict with the previous actor.

Note that, in almost all cases, it is useful to start
by building a model of the software context. The
software context provides a connection between
the intended software and its external environment.
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This is crucial to understanding the software’s con-
text in its operational environment and to identify-
ing its interfaces with the environment.
This subtopic does not seek to “teach” a particu-

lar modeling style or notation but rather provides
guidance on the purpose and intent of modeling.

4.3. Architectural Design and Requirements
Allocation

At some point, the solution architecture must
be derived. Architectural design is the point at
which the requirements process overlaps with
software or systems design and illustrates how
impossible it is to cleanly decouple the two tasks.
This topic is closely related to Software Structure
and Architecture in the Sotware Design KA. In
many cases, the software engineer acts as soft-
ware architect because the process of analyzing
and elaborating the requirements demands that
the architecture/design components that will be
responsible for satisfying the requirements be
identied. This is requirements allocation–the
assignment to architecture components respon-
sible for satisfying the requirements.
Allocation is important to permit detailed anal-

ysis o requirements. Hence, or example, once a
set of requirements has been allocated to a com-
ponent, the individual requirements can be further
analyzed to discover further requirements on how
the component needs to interact with other com-
ponents in order to satisfy the allocated require-
ments. In large projects, allocation stimulates a
new round of analysis for each subsystem. As an
example, requirements for a particular braking
performance for a car (braking distance, safety in
poor driving conditions, smoothness of applica-
tion, pedal pressure required, and so on) may be
allocated to the braking hardware (mechanical
and hydraulic assemblies) and an antilock braking
system (ABS). Only when a requirement or an
antilock braking system has been identied, and
the requirements allocated to it, can the capabili-
ties of the ABS, the braking hardware, and emer-
gent properties (such as car weight) be used to
identify the detailed ABS software requirements.
Architectural design is closely identied with

conceptual modeling (see section 4.2, Conceptual
Modeling).

4.4. Requirements Negotiation

Another term commonly used for this subtopic
is “confict resolution.” This concerns resolv-
ing problems with requirements where conficts
occur between two stakeholders requiring mutu-
ally incompatible features, between requirements
and resources, or between functional and non-
unctional requirements, or example. In most
cases, it is unwise for the software engineer to
make a unilateral decision, so it becomes neces-
sary to consult with the stakeholder(s) to reach a
consensus on an appropriate tradeo. It is oten
important, for contractual reasons, that such deci-
sions be traceable back to the customer. We have
classied this as a sotware requirements analy-
sis topic because problems emerge as the result
o analysis. However, a strong case can also be
made for considering it a requirements validation
topic (see topic 6, Requirements Validation).
Requirements prioritization is necessary, not

only as a means to lter important requirements,
but also in order to resolve conficts and plan or
staged deliveries, which means making complex
decisions that require detailed domain knowledge
and good estimation skills. However, it is oten
dicult to get real inormation that can act as
a basis or such decisions. In addition, require-
ments often depend on each other, and priori-
ties are relative. In practice, sotware engineers
perform requirements prioritization frequently
without knowing about all the requirements.
Requirements prioritization may ollow a cost-
value approach that involves an analysis from
the stakeholders dening in a scale the benets
or the aggregated value that the implementa-
tion of the requirement brings them, versus the
penalties of not having implemented a particular
requirement. It also involves an analysis rom
the software engineers estimating in a scale the
cost of implementing each requirement, relative
to other requirements. Another requirements pri-
oritization approach called the analytic hierarchy
process involves comparing all unique pairs of
requirements to determine which of the two is of
higher priority, and to what extent.
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4.5. Formal Analysis

Formal analysis concerns not only topic 4, but
also sections 5.3 and 6.3. This topic is also related
to Formal Methods in the Sotware Engineering
Models and Methods Knowledge Area.
Formal analysis has made an impact on some

application domains, particularly those o high-
integrity systems. The formal expression of
requirements requires a language with formally
dened semantics. The use o a ormal analysis
or requirements expression has two benets.
First, it enables requirements expressed in the
language to be specied precisely and unambigu-
ously, thus (in principle) avoiding the potential
for misinterpretation. Secondly, requirements can
be reasoned over, permitting desired properties
o the specied sotware to be proven. Formal
reasoning requires tool support to be practicable
for anything other than trivial systems, and tools
generally all into two types: theorem provers or
model checkers. In neither case can proo be ully
automated, and the level of competence in formal
reasoning needed in order to use the tools restricts
the wider application of formal analysis.
Most ormal analysis is ocused on relatively

late stages o requirements analysis. It is gener-
ally counterproductive to apply formalization
until the business goals and user requirements
have come into sharp focus through means such
as those described elsewhere in section 4. How-
ever, once the requirements have stabilized and
have been elaborated to specify concrete proper-
ties o the sotware, it may be benecial to or-
malize at least the critical requirements. This per-
mits static validation that the sotware specied
by the requirements does indeed have the proper-
ties (for example, absence of deadlock) that the
customer, users, and software engineer expect it
to have.

5. Requirements Specifcation
[1*, c4s2, c4s3, c12s2–5] [2*, c10]

For most engineering proessions, the term “spec-
ication” reers to the assignment o numerical
values or limits to a product’s design goals. In
sotware engineering, “sotware requirements
specication” typically reers to the production o

a document that can be systematically reviewed,
evaluated, and approved. For complex systems,
particularly those involving substantial nonsoft-
ware components, as many as three different
types o documents are produced: system deni-
tion, system requirements, and software require-
ments. For simple software products, only the
third of these is required. All three documents are
described here, with the understanding that they
may be combined as appropriate. A description of
systems engineering can be found in the Related
Disciplines of Software Engineering chapter of
this Guide.

5.1. System Denition Document

This document (sometimes known as the user
requirements document or concept of operations
document) records the system requirements. It
denes the high-level system requirements rom
the domain perspective. Its readership includes
representatives of the system users/customers
(marketing may play these roles or market-
driven software), so its content must be couched
in terms of the domain. The document lists the
system requirements along with background
information about the overall objectives for the
system, its target environment, and a statement of
the constraints, assumptions, and nonfunctional
requirements. It may include conceptual models
designed to illustrate the system context, usage
scenarios, and the principal domain entities, as
well as workfows.

5.2. System Requirements Specication

Developers of systems with substantial software
and nonsoftware components—a modern air-
liner, for example—often separate the descrip-
tion of system requirements from the description
o sotware requirements. In this view, system
requirements are specied, the sotware require-
ments are derived from the system requirements,
and then the requirements for the software com-
ponents are specied. Strictly speaking, system
requirements specication is a systems engineer-
ing activity and falls outside the scope of this
Guide.
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5.3. Sotware Requirements Specication

Sotware requirements specication establishes
the basis for agreement between customers and
contractors or suppliers (in market-driven proj-
ects, these roles may be played by the marketing
and development divisions) on what the software
product is to do as well as what it is not expected
to do.
Sotware requirements specication permits

a rigorous assessment of requirements before
design can begin and reduces later redesign. It
should also provide a realistic basis for estimat-
ing product costs, risks, and schedules.
Organizations can also use a sotware require-

ments specication document as the basis or
developing eective verication and validation
plans.
Sotware requirements specication provides

an informed basis for transferring a software prod-
uct to new users or software platforms. Finally, it
can provide a basis for software enhancement.
Software requirements are often written in

natural language, but, in software requirements
specication, this may be supplemented by or-
mal or semiformal descriptions. Selection of
appropriate notations permits particular require-
ments and aspects of the software architecture to
be described more precisely and concisely than
natural language. The general rule is that nota-
tions should be used that allow the requirements
to be described as precisely as possible. This is
particularly crucial or saety-critical, regulatory,
and certain other types of dependable software.
However, the choice o notation is oten con-
strained by the training, skills, and preferences of
the document’s authors and readers.
A number of quality indicators have been

developed that can be used to relate the quality
o sotware requirements specication to other
project variables such as cost, acceptance, per-
ormance, schedule, and reproducibility. Quality
indicators for individual software requirements
specication statements include imperatives,
directives, weak phrases, options, and continu-
ances. Indicators or the entire sotware require-
ments specication document include size, read-
ability, specication, depth, and text structure.

6. Requirements Validation
[1*, c4s6] [2*, c13, c15]

The requirements documentsmaybe subject to val-
idation and verication procedures. The require-
ments may be validated to ensure that the software
engineer has understood the requirements; it is
also important to verify that a requirements docu-
ment conforms to company standards and that it
is understandable, consistent, and complete. In
cases where documented company standards or
terminology are inconsistent with widely accepted
standards, a mapping between the two should be
agreed on and appended to the document.
Formal notations offer the important advantage

of permitting the last two properties to be proven
(in a restricted sense, at least). Different stake-
holders, including representatives of the customer
and developer, should review the document(s).
Requirements documents are subject to the same
conguration management practices as the other
deliverables of the software life cycle processes.
When practical, the individual requirements are
also subject to conguration management, gener-
ally using a requirements management tool (see
topic 8, Software Requirements Tools).
It is normal to explicitly schedule one or more

points in the requirements process where the
requirements are validated. The aim is to pick up
any problems before resources are committed to
addressing the requirements. Requirements vali-
dation is concerned with the process of examin-
ing the requirements document to ensure that it
denes the right sotware (that is, the sotware
that the users expect).

6.1. Requirements Reviews

Perhaps the most common means of validation
is by inspection or reviews of the requirements
document(s). A group of reviewers is assigned
a brief to look for errors, mistaken assumptions,
lack of clarity, and deviation from standard prac-
tice. The composition of the group that conducts
the review is important (at least one represen-
tative of the customer should be included for a
customer-driven project, or example), and it may
help to provide guidance on what to look for in
the form of checklists.
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Reviews may be constituted on completion of
the system denition document, the system spec-
ication document, the sotware requirements
specication document, the baseline specica-
tion for a new release, or at any other step in the
process.

6.2. Prototyping

Prototyping is commonly a means for validating
the software engineer’s interpretation of the soft-
ware requirements, as well as for eliciting new
requirements. As with elicitation, there is a range
of prototyping techniques and a number of points
in the process where prototype validation may
be appropriate. The advantage of prototypes is
that they can make it easier to interpret the soft-
ware engineer’s assumptions and, where needed,
give useful feedback on why they are wrong. For
example, the dynamic behavior of a user inter-
face can be better understood through an ani-
mated prototype than through textual description
or graphical models. The volatility of a require-
ment that is dened ater prototyping has been
done is extremely low because there is agreement
between the stakeholder and the software engi-
neer—thereore, or saety-critical and crucial
features prototyping would really help. There are
also disadvantages, however. These include the
danger of users’ attention being distracted from
the core underlying functionality by cosmetic
issues or quality problems with the prototype. For
this reason, some advocate prototypes that avoid
sotware, such as fip-chart-based mockups. Pro-
totypes may be costly to develop. However, i
they avoid the wastage of resources caused by
trying to satisfy erroneous requirements, their
cost can be more easily justied. Early proto-
types may contain aspects o the nal solution.
Prototypes may be evolutionary as opposed to
throwaway.

6.3. Model Validation

It is typically necessary to validate the quality o
the models developed during analysis. For exam-
ple, in object models, it is useful to perform a
static analysis to verify that communication paths
exist between objects that, in the stakeholders’

domain, exchange data. I ormal analysis nota-
tions are used, it is possible to use formal reason-
ing to prove specication properties. This topic is
closely related to the Sotware Engineering Mod-
els and Methods KA.

6.4. Acceptance Tests

An essential property of a software requirement
is that it should be possible to validate that the
nished product satises it. Requirements that
cannot be validated are really just “wishes.” An
important task is therefore planning how to ver-
iy each requirement. In most cases, designing
acceptance tests does this or how end-users typi-
cally conduct business using the system.
Identiying and designing acceptance tests

may be dicult or nonunctional requirements
(see section 1.3, Functional and Nonfunctional
Requirements). To be validated, they must rst
be analyzed and decomposed to the point where
they can be expressed quantitatively.
Additional information can be found in Accep-

tance/Qualication/Conormance Testing in the
Software Testing KA.

7. Practical Considerations
[1*, c4s1, c4s4, c4s6, c4s7]

[2*, c3, c12, c14, c16, c18–21]

The rst level o topic decomposition pre-
sented in this KA may seem to describe a linear
sequence o activities. This is a simplied view
of the process.
The requirements process spans the whole

software life cycle. Change management and the
maintenance of the requirements in a state that
accurately mirrors the software to be built, or that
has been built, are key to the success of the soft-
ware engineering process.
Not every organization has a culture of docu-

menting and managing requirements. It is com-
mon in dynamic start-up companies, driven by a
strong “product vision” and limited resources, to
view requirements documentation as unnecessary
overhead. Most oten, however, as these compa-
nies expand, as their customer base grows, and
as their product starts to evolve, they discover
that they need to recover the requirements that
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motivated product features in order to assess the
impact o proposed changes. Hence, requirements
documentation and change management are key
to the success of any requirements process.

7.1. Iterative Nature o the Requirements
Process

There is general pressure in the software indus-
try for ever shorter development cycles, and this
is particularly pronounced in highly competitive,
market-driven sectors. Moreover, most projects
are constrained in some way by their environment,
and many are upgrades to, or revisions of, exist-
ing sotware where the architecture is a given. In
practice, therefore, it is almost always impractical
to implement the requirements process as a linear,
deterministic process in which software require-
ments are elicited from the stakeholders, base-
lined, allocated, and handed over to the software
development team. It is certainly a myth that the
requirements for large software projects are ever
perectly understood or perectly specied.
Instead, requirements typically iterate towards

a level o quality and detail that is sucient to
permit design and procurement decisions to be
made. In some projects, this may result in the
requirements being baselined before all their
properties are fully understood. This risks expen-
sive rework if problems emerge late in the soft-
ware engineering process. However, sotware
engineers are necessarily constrained by project
management plans and must therefore take steps
to ensure that the “quality” o the requirements is
as high as possible given the available resources.
They should, for example, make explicit any
assumptions that underpin the requirements as
well as any known problems.
For software products that are developed iter-

atively, a project team may baseline only those
requirements needed for the current iteration. The
requirements specialist can continue to develop
requirements for future iterations, while develop-
ers proceed with design and construction of the
current iteration. This approach provides custom-
ers with business value quickly, while minimiz-
ing the cost of rework.
In almost all cases, requirements understanding

continues to evolve as design and development

proceeds. This often leads to the revision of
requirements late in the life cycle. Perhaps the
most crucial point in understanding software
requirements is that a signicant proportion o
the requirements will change. This is sometimes
due to errors in the analysis, but it is frequently an
inevitable consequence o change in the “environ-
ment”—or example, the customer’s operating
or business environment, regulatory processes
imposed by the authorities, or the market into
which softwaremust sell.Whatever the cause, it is
important to recognize the inevitability of change
and take steps to mitigate its effects. Change has
to be managed by ensuring that proposed changes
go through a dened review and approval pro-
cess and by applying careful requirements trac-
ing, impact analysis, and sotware conguration
management (see the Sotware Conguration
Management KA). Hence, the requirements pro-
cess is not merely a ront-end task in sotware
development, but spans the whole software life
cycle. In a typical project, the sotware require-
ments activities evolve over time from elicitation
to change management. A combination o top-
down analysis and design methods and bottom-
up implementation and refactoring methods that
meet in the middle could provide the best of both
worlds. However, this is dicult to achieve in
practice, as it depends heavily upon the maturity
and expertise of the software engineers.

7.2. Change Management

Change management is central to the management
of requirements. This topic describes the role of
change management, the procedures that need to
be in place, and the analysis that should be applied
to proposed changes. It has strong links to the Sot-
ware Conguration Management KA.

7.3. Requirements Attributes

Requirements should consist not only of a speci-
cation o what is required, but also o ancillary
information, which helps manage and interpret
the requirements. Requirements attributes must
be dened, recorded, and updated as the sot-
ware under development or maintenance evolves.
This should include the various classication
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dimensions o the requirement (see section 4.1,
Requirements Classication) and the verication
method or relevant acceptance test plan section.
It may also include additional inormation, such
as a summary rationale for each requirement, the
source of each requirement, and a change history.
The most important requirements attribute, how-
ever, is an identier that allows the requirements
to be uniquely and unambiguously identied.

7.4. Requirements Tracing

Requirements tracing is concerned with recover-
ing the source of requirements and predicting the
effects of requirements. Tracing is fundamental
to performing impact analysis when requirements
change. A requirement should be traceable back-
ward to the requirements and stakeholders that
motivated it (from a software requirement back
to the system requirement(s) that it helps satisfy,
for example). Conversely, a requirement should
be traceable forward into the requirements and
design entities that satisfy it (for example, from
a system requirement into the software require-
ments that have been elaborated from it, and on
into the code modules that implement it, or the
test cases related to that code and even a given
section on the user manual which describes the
actual functionality) and into the test case that
veries it.
The requirements tracing for a typical proj-

ect will form a complex directed acyclic graph
(DAG) (see Graphs in the Computing Founda-
tions KA) o requirements. Maintaining an up-to-
date graph or traceability matrix is an activity that
must be considered during the whole life cycle
o a product. I the traceability inormation is not
updated as changes in the requirements continue
to happen, the traceability information becomes
unreliable for impact analysis.

7.5. Measuring Requirements

As a practical matter, it is typically useful to have
some concept o the “volume” o the require-
ments for a particular software product. This
number is useul in evaluating the “size” o a
change in requirements, in estimating the cost of
a development or maintenance task, or simply for
use as the denominator in other measurements.
Functional size measurement (FSM) is a tech-
nique for evaluating the size of a body of func-
tional requirements.
Additional information on size measurement

and standards will be found in the Software Engi-
neering Process KA.

8. Software Requirements Tools

Tools for dealing with software requirements fall
broadly into two categories: tools or modeling
and tools for managing requirements.
Requirements management tools typically sup-

port a range of activities—including documenta-
tion, tracing, and change management—and have
had a signicant impact on practice. Indeed, trac-
ing and change management are really only prac-
ticable if supported by a tool. Since requirements
management is fundamental to good require-
ments practice, many organizations have invested
in requirements management tools, although
many more manage their requirements in more
ad hoc and generally less satisfactory ways (e.g.,
using spreadsheets).
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6. Requirements Validation

6.1. Requirements Reviews c4s6 c15

6.2. Prototyping c4s6 c13

6.3. Model Validation c4s6 c15

6.4.Acceptance Tests c4s6 c15
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7. Practical Considerations

7.1. Iterative Nature o the Requirements Process c4s4 c3, c16

7.2. Change Management c4s7 c18, c19

7.3. Requirements Attributes c4s1 c12, c14

7.4. Requirements Tracing c20

7.5. Measuring Requirements c4s6 c18

8. Software Requirements Tools c21
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FURTHER READINGS

I. Alexander and L. Beus-Dukic, Discovering
Requirements [5].

An easily digestible and practically oriented
book on software requirements, this is perhaps
the best of current textbooks on how the various
elements o sotware requirements t together. It
is full of practical advice on (for example) how
to identify the various system stakeholders and
how to evaluate alternative solutions. Its cover-
age is exemplary and serves as a useful reference
for key techniques such as use case modeling and
requirements prioritization.

C. Potts, K. Takahashi, and A. Antón, “Inquiry-
Based Requirements Analysis” [6].

This paper is an easily digested account of work
that has proven to be very infuential in the devel-
opment o requirements handling. It describes
how and why the elaboration of requirements
cannot be a linear process by which the analyst
simply transcribes and reformulates requirements
elicited from the customer. The role of scenarios
is described in a way that helps to dene their use
in discovering and describing requirements.

A. van Lamsweerde, Requirements
Engineering: From System Goals to UML
Models to Sotware Specications [7].

Serves as a good introduction to requirements
engineering but its unique value is as a reference
book or the KAOS goal-oriented requirements
modelling language. Explains why goal model-
ling is useful and shows how it can integrate with
mainstream modelling techniques using UML.

O. Gotel and A. Finkelstein, “An Analysis o the
Requirements Traceability Problem” [8].

This paper is a classic reference work on a key
element of requirements management. Based on
empirical studies, it sets out the reasons for and
the barriers to the effective tracing of require-
ments. It is essential reading or an understanding
of why requirements tracing is an essential ele-
ment of an effective software process.

N. Maiden and C. Ncube, “Acquiring COTS
Sotware Selection Requirements” [9].

This paper is signicant because it recognises
explicitly that software products often integrate
third-party components. It oers insights into the
problems o selecting o-the-shel sotware to
satisy requirements: there is usually a mismatch.
This challenges some of the assumptions under-
pinning much of traditional requirements han-
dling, which tends to assume custom software.
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CHAPTER 2

SOFTWARE DESIGN

ACRONYMS

ADL
Architecture Description
Language

CBD Component-Based Design

CRC Class Responsibility Collaborator

DFD Data Flow Diagram

ERD Entity Relationship Diagram

IDL Interace Description Language

MVC Model View Controller

OO Object-Oriented

PDL Program Design Language

INTRODUCTION

Design is dened as both “the process o den-
ing the architecture, components, interfaces, and
other characteristics o a system or component”
and “the result o [that] process” [1]. Viewed as a
process, software design is the software engineer-
ing life cycle activity in which software require-
ments are analyzed in order to produce a descrip-
tion of the software’s internal structure that will
serve as the basis for its construction. A software
design (the result) describes the software archi-
tecture—that is, how software is decomposed
and organized into components—and the inter-
aces between those components. It should also
describe the components at a level of detail that
enables their construction.
Software design plays an important role in

developing sotware: during sotware design,
software engineers produce various models
that form a kind of blueprint of the solution to
be implemented. We can analyze and evaluate
these models to determine whether or not they
will allow us to ulll the various requirements.

We can also examine and evaluate alternative
solutions and tradeoffs. Finally, we can use the
resulting models to plan subsequent development
activities, such as system verication and valida-
tion, in addition to using them as inputs and as the
starting point of construction and testing.
In a standard list o sotware lie cycle pro-

cesses, such as that in ISO/IEC/IEEE Std. 12207,
Sotware Lie Cycle Processes [2], sotware design
consists o two activities that t between sotware
requirements analysis and sotware construction:

• Software architectural design (sometimes
called high-level design): develops top-level
structure and organization of the software
and identies the various components.

• Sotware detailed design: species each
component in sucient detail to acilitate its
construction.

This Software Design knowledge area (KA)
does not discuss every topic that includes the
word “design.” In Tom DeMarco’s terminology
[3], the topics discussed in this KA deal mainly
with D-design (decomposition design), the goal
of which is to map software into component
pieces. However, because o its importance in
the eld o sotware architecture, we will also
address FP-design (amily pattern design), the
goal of which is to establish exploitable com-
monalities in a family of software products. This
KA does not address I-design (invention design),
which is usually performed during the software
requirements process with the goal of conceptu-
alizing and specifying software to satisfy discov-
ered needs and requirements, since this topic is
considered to be part of the requirements process
(see the Software Requirements KA).
This Sotware Design KA is related speci-

cally to the Software Requirements, Software
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Construction, Sotware Engineering Manage-
ment, Sotware Engineering Models and Meth-
ods, Sotware Quality, and Computing Founda-
tions KAs.

BREAKDOWN OFTOPICS FOR
SOFTWARE DESIGN

The breakdown of topics for the Software Design
KA is shown in Figure 2.1.

1. Software Design Fundamentals

The concepts, notions, and terminology intro-
duced here form an underlying basis for under-
standing the role and scope of software design.

1.1. General Design Concepts
[4*, c1]

In the general sense, design can be viewed as a
form of problem solving. For example, the con-
cept of a wicked problem—a problem with no
denitive solution—is interesting in terms o

understanding the limits of design. A number of
other notions and concepts are also of interest in
understanding design in its general sense: goals,
constraints, alternatives, representations, and
solutions (see Problem Solving Techniques in the
Computing Foundations KA).

1.2. Context o Sotware Design
[4*, c3]

Software design is an important part of the soft-
ware development process. To understand the
role o sotware design, we must see how it ts
in the software development life cycle. Thus, it
is important to understand the major characteris-
tics of software requirements analysis, software
design, software construction, software testing,
and software maintenance.

1.3. Sotware Design Process
[4*, c2]

Sotware design is generally considered a two-
step process:

Figure 2.1. Breakdown of Topics for the Software Design KA
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• Architectural design (also reerred to as high-
level design and top-level design) describes
how software is organized into components.

• Detailed design describes the desired behav-
ior of these components.

The output of these two processes is a set of
models and artifacts that record the major deci-
sions that have been taken, along with an explana-
tion of the rationale for each nontrivial decision.
By recording the rationale, long-term maintain-
ability of the software product is enhanced.

1.4. Sotware Design Principles
[4*] [5*, c6, c7, c21] [6*, c1, c8, c9]

A principle is “a comprehensive and undamen-
tal law, doctrine, or assumption” [7]. Sotware
design principles are key notions that provide
the basis for many different software design
approaches and concepts. Software design princi-
ples include abstraction; coupling and cohesion;
decomposition and modularization; encapsula-
tion/inormation hiding; separation o interace
and implementation; suciency, completeness,
and primitiveness; and separation o concerns.

• Abstraction is “a view o an object that
focuses on the information relevant to a
particular purpose and ignores the remain-
der o the inormation” [1] (see Abstraction
in the Computing Foundations KA). In the
context of software design, two key abstrac-
tion mechanisms are parameterization and
specication. Abstraction by parameteriza-
tion abstracts from the details of data repre-
sentations by representing the data as named
parameters. Abstraction by specication
leads to three major kinds o abstraction:
procedural abstraction, data abstraction, and
control (iteration) abstraction.

• Coupling and Cohesion. Coupling is dened
as “a measure o the interdependence among
modules in a computer program,” whereas
cohesion is dened as “a measure o the
strength of association of the elements within
a module” [1].

• Decomposition and modularization. Decom-
posing and modularizing means that large

software is divided into a number of smaller
named components having well-dened
interfaces that describe component interac-
tions. Usually the goal is to place dierent
functionalities and responsibilities in differ-
ent components.

• Encapsulation and inormation hidingmeans
grouping and packaging the internal details
of an abstraction and making those details
inaccessible to external entities.

• Separation o interace and implementation.
Separating interface and implementation
involves dening a component by speciy-
ing a public interface (known to the clients)
that is separate from the details of how the
component is realized (see encapsulation and
information hiding above).

• Suciency, completeness, and primitiveness.
Achieving suciency and completeness
means ensuring that a software component
captures all the important characteristics of
an abstraction and nothing more. Primitive-
ness means the design should be based on
patterns that are easy to implement.

• Separation o concerns. A concern is an
“area o interest with respect to a sotware
design” [8]. A design concern is an area o
design that is relevant to one or more of its
stakeholders. Each architecture view frames
one or more concerns. Separating concerns
by views allows interested stakeholders to
focus on a few things at a time and offers a
means o managing complexity [9].

2. Key Issues in Software Design

A number of key issues must be dealt with when
designing software. Some are quality concerns
that all software must address—for example,
performance, security, reliability, usability, etc.
Another important issue is how to decompose,
organize, and package software components.
This is so fundamental that all design approaches
address it in one way or another (see section 1.4,
Software Design Principles, and topic 7, Sot-
ware Design Strategies andMethods). In contrast,
other issues “deal with some aspect o sotware’s
behavior that is not in the application domain,
but which addresses some of the supporting
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domains” [10]. Such issues, which oten crosscut
the system’s functionality, have been referred to
as aspects, which “tend not to be units o sot-
ware’s functional decomposition, but rather to be
properties that affect the performance or seman-
tics o the components in systemic ways” [11].
A number of these key, crosscutting issues are
discussed in the following sections (presented in
alphabetical order).

2.1. Concurrency
[5*, c18]

Design for concurrency is concerned with decom-
posing software into processes, tasks, and threads
and dealing with related issues o eciency,
atomicity, synchronization, and scheduling.

2.2. Control and Handling o Events
[5*, c21]

This design issue is concerned with how to
organize data and control fow as well as how
to handle reactive and temporal events through
various mechanisms such as implicit invocation
and call-backs.

2.3. Data Persistence
[12*, c9]

This design issue is concerned with how to han-
dle long-lived data.

2.4. Distribution o Components
[5*, c18]

This design issue is concerned with how to dis-
tribute the software across the hardware (includ-
ing computer hardware and network hardware),
how the components communicate, and how
middleware can be used to deal with heteroge-
neous software.

2.5. Error and Exception Handling and Fault
Tolerance

[5*, c18]

This design issue is concerned with how to pre-
vent, tolerate, and process errors and deal with
exceptional conditions.

2.6. Interaction and Presentation
[5*, c16]

This design issue is concerned with how to struc-
ture and organize interactions with users as well
as the presentation of information (for example,
separation of presentation and business logic
using the Model-View-Controller approach).
Note that this topic does not specify user interface
details, which is the task of user interface design
(see topic 4, User Interace Design).

2.7. Security
[5*, c12, c18] [13*, c4]

Design for security is concerned with how to pre-
vent unauthorized disclosure, creation, change,
deletion, or denial of access to information and
other resources. It is also concerned with how to
tolerate security-related attacks or violations by
limiting damage, continuing service, speeding
repair and recovery, and failing and recovering
securely. Access control is a fundamental con-
cept of security, and one should also ensure the
proper use of cryptology.

3. Software Structure and Architecture

In its strict sense, a sotware architecture is
“the set o structures needed to reason about
the system, which comprise software elements,
relations among them, and properties o both”
[14*]. During the mid-1990s, however, sot-
ware architecture started to emerge as a broader
discipline that involved the study of software
structures and architectures in a more generic
way. This gave rise to a number of interesting
concepts about software design at different lev-
els of abstraction. Some of these concepts can
be useful during the architectural design (for
example, architectural styles) as well as during
the detailed design (for example, design pat-
terns). These design concepts can also be used
to design families of programs (also known as
product lines). Interestingly, most o these con-
cepts can be seen as attempts to describe, and
thus reuse, design knowledge.
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3.1. Architectural Structures and Viewpoints
[14*, c1]

Dierent high-level acets o a sotware design
can be described and documented. These facets
are oten called views: “A view represents a partial
aspect of a software architecture that shows spe-
cic properties o a sotware system” [14*]. Views
pertain to distinct issues associated with software
design—for example, the logical view (satisfying
the functional requirements) vs. the process view
(concurrency issues) vs. the physical view (distri-
bution issues) vs. the development view (how the
design is broken down into implementation units
with explicit representation of the dependencies
among the units). Various authors use different
terminologies—like behavioral vs. functional vs.
structural vs. data modeling views. In summary, a
software design is a multifaceted artifact produced
by the design process and generally composed of
relatively independent and orthogonal views.

3.2. Architectural Styles
[14*, c1, c2, c3, c4, c5]

An architectural style is “a specialization o ele-
ment and relation types, together with a set of
constraints on how they can be used” [14*]. An
architectural style can thus be seen as providing
the sotware’s high-level organization. Various
authors have identied a number o major archi-
tectural styles:

• General structures (or example, layers, pipes
and lters, blackboard)

• Distributed systems (or example, client-
server, three-tiers, broker)

• Interactivesystems(orexample,Model-View-
Controller, Presentation-Abstraction-Control)

• Adaptable systems (for example, microker-
nel, refection)

• Others (or example, batch, interpreters, pro-
cess control, rule-based).

3.3. Design Patterns
[15*, c3, c4, c5]

Succinctly described, a pattern is “a common
solution to a common problem in a given context”
[16]. While architectural styles can be viewed as

patterns describing the high-level organization
of software, other design patterns can be used
to describe details at a lower level. These lower
level design patterns include the ollowing:

• Creational patterns (for example, builder,
factory, prototype, singleton)

• Structural patterns (for example, adapter,
bridge, composite, decorator, açade, fy-
weight, proxy)

• Behavioral patterns (for example, command,
interpreter, iterator, mediator, memento,
observer, state, strategy, template, visitor).

3.4. Architecture Design Decisions
[5*, c6]

Architectural design is a creative process. Dur-
ing the design process, software designers have
to make a number of fundamental decisions that
profoundly affect the software and the develop-
ment process. It is useul to think o the archi-
tectural design process rom a decision-making
perspective rather than from an activity perspec-
tive. Oten, the impact on quality attributes and
tradeoffs among competing quality attributes are
the basis for design decisions.

3.5. Families o Programs and Frameworks
[5*, c6, c7, c16]

One approach to providing or reuse o sotware
designs and components is to design families of
programs, also known as software product lines.
This can be done by identifying the commonalities
among members of such families and by designing
reusable and customizable components to account
for the variability among family members.
In object-oriented (OO) programming, a key

related notion is that of a framework: a partially
completed software system that can be extended
by appropriately instantiating specic extensions
(such as plug-ins).

4. User Interface Design

User interace design is an essential part o the
sotware design process. User interace design
should ensure that interaction between the human
and the machine provides for effective operation
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and control of the machine. For software to
achieve its full potential, the user interface should
be designed to match the skills, experience, and
expectations of its anticipated users.

4.1. General User Interace Design Principles
[5*, c29-web] [17*, c2]1

• Learnability. The software should be easy to
learn so that the user can rapidly start work-
ing with the software.

• User amiliarity. The interface should use
terms and concepts drawn from the experi-
ences of the people whowill use the software.

• Consistency. The interface should be consis-
tent so that comparable operations are acti-
vated in the same way.

• Minimal surprise. The behavior of software
should not surprise users.

• Recoverability. The interface should provide
mechanisms allowing users to recover from
errors.

• User guidance. The interface should give
meaningful feedback when errors occur and
provide context-related help to users.

• User diversity. The interface should pro-
vide appropriate interaction mechanisms
for diverse types of users and for users with
different capabilities (blind, poor eyesight,
deaf, colorblind, etc.).

4.2. User Interace Design Issues
[5*, c29-web] [17*, c2]

User interace design should solve two key issues:

• How should the user interact with the
sotware?

• How should inormation rom the sotware
be presented to the user?

User interace design must integrate user
interaction and inormation presentation. User
interface design should consider a compromise
between the most appropriate styles of interaction

1 Chapter 29 is a web-based chapter available
at http://is.host.cs.st-andrews.ac.uk/Books/SE9/
WebChapters/.

and presentation for the software, the background
and experience of the software users, and the
available devices.

4.3. The Design o User Interaction Modalities
[5*, c29-web] [17*, c2]

User interaction involves issuing commands and
providing associated data to the sotware. User
interaction styles can be classied into the ol-
lowing primary styles:

• Question-answer. The interaction is essen-
tially restricted to a single question-answer
exchange between the user and the software.
The user issues a question to the software,
and the software returns the answer to the
question.

• Direct manipulation. Users interact with
objects on the computer screen. Direct
manipulation often includes a pointing
device (such as a mouse, trackball, or a n-
ger on touch screens) that manipulates an
object and invokes actions that specify what
is to be done with that object.

• Menu selection. The user selects a command
from a menu list of commands.

• Form ll-in. The user lls in the elds o a
orm. Sometimes elds include menus, in
which case the form has action buttons for
the user to initiate action.

• Command language. The user issues a com-
mand and provides related parameters to
direct the software what to do.

• Natural language. The user issues a com-
mand in natural language. That is, the natural
language is a front end to a command lan-
guage and is parsed and translated into soft-
ware commands.

4.4. The Design o Inormation Presentation
[5*, c29-web] [17*, c2]

Inormation presentation may be textual or graphi-
cal in nature. A good design keeps the information
presentation separate from the information itself.
The MVC (Model-View-Controller) approach is
an effective way to keep information presentation
separating from the information being presented.
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Software engineers also consider software
response time and feedback in the design of infor-
mation presentation. Response time is generally
measured from the point at which a user executes
a certain control action until the software responds
with a response.An indication of progress is desir-
able while the software is preparing the response.
Feedback can be provided by restating the user’s
input while processing is being completed.
Abstract visualizations can be used when large

amounts of information are to be presented.
According to the style of information presenta-

tion, designers can also use color to enhance the
interace. There are several important guidelines:

• Limit the number o colors used.
• Use color change to show the change o sot-
ware status.

• Use color-coding to support the user’s task.
• Use color-coding in a thoughtul and consis-
tent way.

• Use colors to acilitate access or people
with color blindness or color deciency
(e.g., use the change of color saturation and
color brightness, try to avoid blue and red
combinations).

• Don’t depend on color alone to convey
important information to users with different
capabilities (blindness, poor eyesight, color-
blindness, etc.).

4.5. User Interace Design Process
[5*, c29-web] [17*, c2]

User interace design is an iterative process;
interface prototypes are often used to determine
the features, organization, and look of the soft-
ware user interface. This process includes three
core activities:

• User analysis. In this phase, the designer ana-
lyzes the users’ tasks, the working environ-
ment, other software, and how users interact
with other people.

• Sotware prototyping. Developing prototype
software help users to guide the evolution of
the interface.

• Interace evaluation. Designers can observe
users’ experiences with the evolving interface.

4.6. Localization and Internationalization
[17*, c8, c9]

User interace design oten needs to consider inter-
nationalization and localization, which are means
of adapting software to the different languages,
regional differences, and the technical require-
ments o a target market. Internationalization is the
process of designing a software application so that
it can be adapted to various languages and regions
without major engineering changes. Localization
is the process of adapting internationalized soft-
ware or a specic region or language by adding
locale-specic components and translating the
text. Localization and internationalization should
consider factors such as symbols, numbers, cur-
rency, time, and measurement units.

4.7. Metaphors and Conceptual Models
[17*, c5]

User interace designers can use metaphors and
conceptual models to set up mappings between the
software and some reference system known to the
users in the real world, which can help the users to
more readily learn and use the interface. For exam-
ple, the operation “delete le” can be made into a
metaphor using the icon of a trash can.
When designing a user interface, software engi-

neers should be careful to not use more than one
metaphor or each concept. Metaphors also pres-
ent potential problems with respect to internation-
alization, since not all metaphors are meaningful
or are applied in the same way within all cultures.

5. Software Design Quality Analysis and
Evaluation

This section includes a number of quality anal-
ysis and evaluation topics that are specically
related to software design. (See also the Software
Quality KA.)

5.1. Quality Attributes
[4*, c4]

Various attributes contribute to the quality of
a sotware design, including various “-ilities”
(maintainability, portability, testability, usability)
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and “-nesses” (correctness, robustness). There is
an interesting distinction between quality attri-
butes discernible at runtime (for example, per-
formance, security, availability, functionality,
usability), those not discernible at runtime (for
example, modiability, portability, reusability,
testability), and those related to the architecture’s
intrinsic qualities (for example, conceptual integ-
rity, correctness, completeness). (See also the
Sotware Quality KA.)

5.2. Quality Analysis and Evaluation Techniques
[4*, c4] [5*, c24]

Various tools and techniques can help in analyz-
ing and evaluating software design quality.

• Sotware design reviews: inormal and or-
malized techniques to determine the quality
of design artifacts (for example, architecture
reviews, design reviews, and inspections;
scenario-based techniques; requirements
tracing). Software design reviews can also
evaluate security. Aids for installation, oper-
ation, and usage (for example, manuals and
help les) can be reviewed.

• Static analysis: ormal or semiormal static
(nonexecutable) analysis that can be used
to evaluate a design (or example, ault-
tree analysis or automated cross-checking).
Design vulnerability analysis (for example,
static analysis for security weaknesses) can
be performed if security is a concern. Formal
design analysis uses mathematical models
that allow designers to predicate the behavior
and validate the performance of the software
instead of having to rely entirely on testing.
Formal design analysis can be used to detect
residual specication and design errors (per-
haps caused by imprecision, ambiguity, and
sometimes other kinds of mistakes). (See
also the Sotware Engineering Models and
Methods KA.)

• Simulation and prototyping: dynamic tech-
niques to evaluate a design (for example,
performance simulation or feasibility
prototypes).

5.3. Measures
[4*, c4] [5*, c24]

Measures can be used to assess or to quanti-
tatively estimate various aspects of a software
design; or example, size, structure, or quality.
Most measures that have been proposed depend
on the approach used for producing the design.
These measures are classied in two broad
categories:

• Function-based (structured) design mea-
sures: measures obtained by analyzing unc-
tional decomposition; generally represented
using a structure chart (sometimes called a
hierarchical diagram) on which various mea-
sures can be computed.

• Object-oriented design measures: the design
structure is typically represented as a class
diagram, on which various measures can be
computed. Measures on the properties o the
internal content of each class can also be
computed.

6. Software Design Notations

Many notations exist to represent sotware design
artifacts. Some are used to describe the structural
organization of a design, others to represent soft-
ware behavior. Certain notations are used mostly
during architectural design and others mainly
during detailed design, although some nota-
tions can be used or both purposes. In addition,
some notations are used mostly in the context of
specic design methods (see topic 7, Sotware
Design Strategies and Methods). Please note that
software design is often accomplished using mul-
tiple notations. Here, they are categorized into
notations for describing the structural (static)
view vs. the behavioral (dynamic) view.

6.1. Structural Descriptions (Static View)
[4*, c7] [5*, c6, c7] [6*, c4, c5, c6, c7]

[12*, c7] [14*, c7]

The following notations, mostly but not always
graphical, describe and represent the structural
aspects of a software design—that is, they are
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used to describe the major components and how
they are interconnected (static view):

• Architecture description languages (ADLs):
textual, often formal, languages used to
describe software architecture in terms of
components and connectors.

• Class and object diagrams: used to repre-
sent a set of classes (and objects) and their
interrelationships.

• Component diagrams: used to represent a
set o components (“physical and replace-
able part[s] o a system that [conorm] to
and [provide] the realization o a set o inter-
aces” [18]) and their interrelationships.

• Class responsibility collaborator cards
(CRCs): used to denote the names o compo-
nents (class), their responsibilities, and their
collaborating components’ names.

• Deployment diagrams: used to represent a
set of (physical) nodes and their interrela-
tionships, and, thus, to model the physical
aspects of software.

• Entity-relationship diagrams (ERDs): used
to represent conceptual models of data stored
in information repositories.

• Interace description languages (IDLs):
programming-like languages used to dene
the interfaces (names and types of exported
operations) of software components.

• Structure charts: used to describe the calling
structure of programs (which modules call,
and are called by, which other modules).

6.2. Behavioral Descriptions (Dynamic View)
[4*, c7, c13] [5*, c6, c7] [6*, c4, c5, c6, c7]

[14*, c8]

The following notations and languages, some
graphical and some textual, are used to describe
the dynamic behavior of software systems and
components. Many o these notations are use-
ful mostly, but not exclusively, during detailed
design. Moreover, behavioral descriptions can
include a rationale for design decision such as
how a design will meet security requirements.

• Activity diagrams: used to show control fow
from activity to activity. Can be used to rep-
resent concurrent activities.

• Communication diagrams: used to show
the interactions that occur among a group
o objects; emphasis is on the objects, their
links, and the messages they exchange on
those links.

• Data fow diagrams (DFDs): used to show
data fow among elements. A data fow dia-
gramprovides “a description based onmodel-
ing the fow o inormation around a network
of operational elements, with each element
making use of or modifying the information
fowing into that element” [4*]. Data fows
(and thereore data fow diagrams) can be
used for security analysis, as they offer iden-
tication o possible paths or attack and dis-
closure o condential inormation.

• Decision tables and diagrams: used to rep-
resent complex combinations of conditions
and actions.

• Flowcharts: used to represent the fow o
control and the associated actions to be
performed.

• Sequence diagrams: used to show the inter-
actions among a group of objects, with
emphasis on the time ordering of messages
passed between objects.

• State transition and state chart diagrams:
used to show the control fow rom state to
state and how the behavior of a component
changes based on its current state in a state
machine.

• Formal specication languages: textual lan-
guages that use basic notions from math-
ematics (for example, logic, set, sequence)
to rigorously and abstractly dene sotware
component interfaces and behavior, often in
terms o pre- and postconditions. (See also
the Sotware Engineering Models and Meth-
ods KA.)

• Pseudo code and program design languages
(PDLs): structured programming-like lan-
guages used to describe, generally at the
detailed design stage, the behavior of a pro-
cedure or method.
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7. Software Design Strategies and Methods

There exist various general strategies to help
guide the design process. In contrast with general
strategies, methods are more specic in that they
generally provide a set of notations to be used
with the method, a description of the process to
be used when following the method, and a set of
guidelines for using the method. Such methods
are useful as a common framework for teams of
software engineers. (See also the Software Engi-
neering Models and Methods KA).

7.1. General Strategies
[4*, c8, c9, c10] [12*, c7]

Some oten-cited examples o general strategies
useul in the design process include the divide-
and-conquer and stepwise renement strategies,
top-down vs. bottom-up strategies, and strategies
making use of heuristics, use of patterns and pat-
tern languages, and use of an iterative and incre-
mental approach.

7.2. Function-Oriented (Structured) Design
[4*, c13]

This is one of the classical methods of software
design, where decomposition centers on identify-
ing the major software functions and then elab-
orating and rening them in a hierarchical top-
downmanner. Structured design is generally used
after structured analysis, thus producing (among
other things) data fow diagrams and associated
process descriptions. Researchers have proposed
various strategies (for example, transformation
analysis, transaction analysis) and heuristics (for
example, an-in/an-out, scope o eect vs. scope
of control) to transform a DFD into a software
architecture generally represented as a structure
chart.

7.3. Object-Oriented Design
[4*, c16]

Numerous software design methods based
on objects have been proposed. The eld has
evolved rom the early object-oriented (OO)

design o the mid-1980s (noun = object; verb
= method; adjective = attribute), where inheri-
tance and polymorphism play a key role, to the
eld o component-based design, where metain-
ormation can be dened and accessed (through
refection, or example). Although OO design’s
roots stem from the concept of data abstraction,
responsibility-driven design has been proposed
as an alternative approach to OO design.

7.4. Data Structure-Centered Design
[4*, c14, c15]

Data structure-centered design starts rom the data
structures a program manipulates rather than from
the function it performs. The software engineer
rst describes the input and output data structures
and then develops the program’s control structure
based on these data structure diagrams. Various
heuristics have been proposed to deal with special
cases—for example, when there is a mismatch
between the input and output structures.

7.5. Component-Based Design (CBD)
[4*, c17]

A software component is an independent unit,
having well-dened interaces and dependen-
cies that can be composed and deployed inde-
pendently. Component-based design addresses
issues related to providing, developing, and
integrating such components in order to improve
reuse. Reused and o-the-shel sotware com-
ponents should meet the same security require-
ments as new software. Trust management is
a design concern; components treated as hav-
ing a certain degree of trustworthiness should
not depend on less trustworthy components or
services.

7.6. Other Methods
[5*, c19, c21]

Other interesting approaches also exist (see the
Sotware Engineering Models and Methods
KA). Iterative and adaptive methods imple-
ment software increments and reduce emphasis
on rigorous software requirement and design.
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Aspect-oriented design is a method by which
software is constructed using aspects to imple-
ment the crosscutting concerns and extensions
that are identied during the sotware require-
ments process. Service-oriented architecture is
a way to build distributed software using web
services executed on distributed computers. Soft-
ware systems are often constructed by using ser-
vices from different providers because standard
protocols (such as HTTP, HTTPS, SOAP) have
been designed to support service communication
and service information exchange.

8. Software Design Tools
[14*, c10, Appendix A]

Software design tools can be used to support the
creation of the software design artifacts during
the software development process. They can sup-
port part or whole o the ollowing activities:

• to translate the requirements model into a
design representation;

• to provide support for representing func-
tional components and their interace(s);

• to implement heuristics renement and
partitioning;

• to provide guidelines for quality assessment.
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FURTHER READINGS

Roger Pressman, Sotware Engineering: A
Practitioner’s Approach (Seventh Edition)
[19].

For roughly three decades, Roger Pressman’s
Sotware Engineering: APractitioner’s Approach
has been one of the world’s leading textbooks in
software engineering. Notably, this complemen-
tary textbook to [5*] comprehensively presents
software design—including design concepts,
architectural design, component-level design,
user interace design, pattern-based design, and
web application design.

“The 4+1 View Model o Architecture” [20].

The seminal paper “The 4+1 View Model” orga-
nizes a description of a software architecture
using ve concurrent views. The our views o
the model are the logical view, the development
view, the process view, and the physical view.
In addition, selected use cases or scenarios are
utilized to illustrate the architecture. Hence, the
model contains 4+1 views. The views are used to
describe the software as envisioned by different
stakeholders—such as end-users, developers, and
project managers.

Len Bass, Paul Clements, and Rick Kazman,
Sotware Architecture in Practice [21].

This book introduces the concepts and best prac-
tices of software architecture, meaning how soft-
ware is structured and how the software’s compo-
nents interact. Drawing on their own experience,
the authors cover the essential technical topics
for designing, specifying, and validating software
architectures. They also emphasize the impor-
tance of the business context in which large soft-
ware is designed. Their aim is to present software
architecture in a real-world setting, refecting
both the opportunities and constraints that orga-
nizations encounter. This is one of the best books
currently available on software architecture.
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CHAPTER 3

SOFTWARE CONSTRUCTION

ACRONYMS

API
Application Programming
Interace

COTS Commercial O-the-Shel

GUI Graphical User Interace

IDE
Integrated Development
Environment

OMG Object Management Group

POSIX
Portable Operating System
Interace

TDD Test-Driven Development

UML Unied Modeling Language

INTRODUCTION

The term software construction refers to the
detailed creation of working software through a
combination o coding, verication, unit testing,
integration testing, and debugging.
The Software Construction knowledge area

(KA) is linked to all the other KAs, but it is most
strongly linked to Software Design and Software
Testing because the software construction process
involves signicant sotware design and testing.
The process uses the design output and provides an
input to testing (“design” and “testing” in this case
referring to the activities, not the KAs). Boundar-
ies between design, construction, and testing (if
any) will vary depending on the software life cycle
processes that are used in a project.
Although some detailed design may be per-

formed prior to construction, much design work
is performed during the construction activity.
Thus, the Software Construction KA is closely
linked to the Software Design KA.
Throughout construction, software engineers

both unit test and integration test their work.

Thus, the Software Construction KA is closely
linked to the Software Testing KA as well.
Software construction typically produces the

highest number o conguration items that need
to be managed in a sotware project (source les,
documentation, test cases, and so on). Thus, the
Software Construction KA is also closely linked
to the Sotware Conguration Management KA.
While software quality is important in all the

KAs, code is the ultimate deliverable of a soft-
ware project, and thus the Sotware Quality KA is
closely linked to the Software Construction KA.
Since software construction requires knowledge

of algorithms and of coding practices, it is closely
related to the Computing Foundations KA, which
is concerned with the computer science founda-
tions that support the design and construction of
sotware products. It is also related to project man-
agement, insofar as the management of construc-
tion can present considerable challenges.

BREAKDOWN OFTOPICS FOR
SOFTWARE CONSTRUCTION

Figure 3.1 gives a graphical representation o the
top-level decomposition o the breakdown or the
Software Construction KA.

1. Software Construction Fundamentals

Software construction fundamentals include

• minimizing complexity
• anticipating change
• constructing or verication
• reuse
• standards in construction.

The rst our concepts apply to design as well
as to construction. The ollowing sections dene
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Figure 3.1. Breakdown of Topics for the Software Construction KA
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these concepts and describe how they apply to
construction.

1.1. Minimizing Complexity
[1*]

Most people are limited in their ability to hold
complex structures and information in their
working memories, especially over long peri-
ods of time. This proves to be a major factor
infuencing how people convey intent to com-
puters and leads to one of the strongest drives
in sotware construction: minimizing complex-
ity. The need to reduce complexity applies to
essentially every aspect of software construction
and is particularly critical to testing of software
constructions.
In sotware construction, reduced complexity

is achieved through emphasizing code creation
that is simple and readable rather than clever. It
is accomplished through making use of standards
(see section 1.5, Standards in Construction),
modular design (see section 3.1, Construction
Design), and numerous other specic techniques
(see section 3.3, Coding). It is also supported by
construction-ocused quality techniques (see sec-
tion 3.7, Construction Quality).

1.2. Anticipating Change
[1*]

Most sotware will change over time, and the
anticipation of change drives many aspects of
sotware construction; changes in the environ-
ments in which software operates also affect soft-
ware in diverse ways.
Anticipating change helps software engineers

build extensible software, which means they can
enhance a software product without disrupting
the underlying structure.
Anticipating change is supported by many spe-

cic techniques (see section 3.3, Coding).

1.3. Constructing or Verication
[1*]

Constructing or verication means building
software in such a way that faults can be read-
ily found by the software engineers writing the
software as well as by the testers and users during

independent testing and operational activities.
Specic techniques that support constructing or
verication include ollowing coding standards to
support code reviews and unit testing, organizing
code to support automated testing, and restrict-
ing the use o complex or hard-to-understand lan-
guage structures, among others.

1.4. Reuse
[2*]

Reuse refers to using existing assets in solving
dierent problems. In sotware construction, typ-
ical assets that are reused include libraries, mod-
ules, components, source code, and commercial
o-the-shel (COTS) assets. Reuse is best prac-
ticed systematically, according to a well-dened,
repeatable process. Systematic reuse can enable
signicant sotware productivity, quality, and
cost improvements.
Reuse has two closely related acets: “construc-

tion or reuse” and “construction with reuse.” The
former means to create reusable software assets,
while the latter means to reuse software assets in
the construction of a new solution. Reuse often
transcends the boundary of projects, which means
reused assets can be constructed in other projects
or organizations.

1.5. Standards in Construction
[1*]

Applying external or internal development stan-
dards during construction helps achieve a proj-
ect’s objectives or eciency, quality, and cost.
Specically, the choices o allowable program-
ming language subsets and usage standards are
important aids in achieving higher security.
Standards that directly affect construction

issues include

• communication methods (for example, stan-
dards for document formats and contents)

• programming languages (for example, lan-
guage standards for languages like Java and
C++)

• coding standards (for example, standards for
naming conventions, layout, and indentation)

• platforms (for example, interface standards
for operating system calls)
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• tools (for example, diagrammatic standards
or notations like UML (Unied Modeling
Language)).

Use o external standards. Construction
depends on the use of external standards for con-
struction languages, construction tools, technical
interfaces, and interactions between the Software
Construction KA and other KAs. Standards come
from numerous sources, including hardware and
sotware interace specications (such as the
Object Management Group (OMG)) and interna-
tional organizations (such as the IEEE or ISO).
Use o internal standards. Standards may also

be created on an organizational basis at the cor-
porate level or or use on specic projects. These
standards support coordination of group activi-
ties, minimizing complexity, anticipating change,
and constructing or verication.

2. Managing Construction

2.1. Construction in Lie Cycle Models
[1*]

Numerous models have been created to develop
sotware; some emphasize construction more
than others.
Some models are more linear from the con-

struction point of view—such as the waterfall and
staged-delivery lie cycle models. These models
treat construction as an activity that occurs only
ater signicant prerequisite work has been com-
pleted—including detailed requirements work,
extensive design work, and detailed planning.
The more linear approaches tend to emphasize
the activities that precede construction (require-
ments and design) and to create more distinct sep-
arations between activities. In these models, the
main emphasis of construction may be coding.
Other models are more iterative—such as

evolutionary prototyping and agile develop-
ment. These approaches tend to treat construc-
tion as an activity that occurs concurrently with
other software development activities (including
requirements, design, and planning) or that over-
laps them. These approaches tend to mix design,
coding, and testing activities, and they often treat
the combination of activities as construction (see

the Sotware Management and Sotware Process
KAs).
Consequently, what is considered to be “con-

struction” depends to some degree on the lie
cycle model used. In general, sotware con-
struction is mostly coding and debugging, but
it also involves construction planning, detailed
design, unit testing, integration testing, and other
activities.

2.2. Construction Planning
[1*]

The choice of construction method is a key aspect
o the construction-planning activity. The choice
of construction method affects the extent to
which construction prerequisites are performed,
the order in which they are performed, and the
degree to which they should be completed before
construction work begins.
The approach to construction affects the proj-

ect team’s ability to reduce complexity, anticipate
change, and construct or verication. Each o
these objectives may also be addressed at the pro-
cess, requirements, and design levels—but they
will be infuenced by the choice o construction
method.
Construction planning also denes the order

in which components are created and integrated,
the integration strategy (for example, phased or
incremental integration), the software quality
management processes, the allocation of task
assignments to specic sotware engineers, and
other tasks, according to the chosen method.

2.3. Construction Measurement
[1*]

Numerous construction activities and artifacts can
be measured—including code developed, code
modied, code reused, code destroyed, code com-
plexity, code inspection statistics, ault-x and
ault-nd rates, eort, and scheduling. These mea-
surements can be useful for purposes of managing
construction, ensuring quality during construction,
and improving the construction process, among
other uses (see the Software Engineering Process
KA for more on measurement).
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3. Practical Considerations

Construction is an activity in which the software
engineer has to deal with sometimes chaotic and
changing real-world constraints, and he or she
must do so precisely. Due to the infuence o real-
world constraints, construction is more driven by
practical considerations than some other KAs,
and sotware engineering is perhaps most crat-
like in the construction activities.

3.1. Construction Design
[1*]

Some projects allocate considerable design activ-
ity to construction, while others allocate design
to a phase explicitly focused on design. Regard-
less of the exact allocation, some detailed design
work will occur at the construction level, and that
design work tends to be dictated by constraints
imposed by the real-world problem that is being
addressed by the software.
Just as construction workers building a physi-

cal structure must make small-scale modica-
tions to account for unanticipated gaps in the
builder’s plans, software construction workers
must make modications on a smaller or larger
scale to fesh out details o the sotware design
during construction.
The details of the design activity at the construc-

tion level are essentially the same as described in
the Software Design KA, but they are applied on
a smaller scale of algorithms, data structures, and
interfaces.

3.2. Construction Languages
[1*]

Construction languages include all forms of
communication by which a human can specify an
executable problem solution to a problem. Con-
struction languages and their implementations
(for example, compilers) can affect software
quality attributes of performance, reliability, por-
tability, and so forth. They can be serious con-
tributors to security vulnerabilities.
The simplest type of construction language

is a conguration language, in which software
engineers choose from a limited set of pre-
dened options to create new or custom sotware

installations. The text-based conguration les
used in both the Windows and Unix operating
systems are examples o this, and the menu-style
selection lists of some program generators consti-
tute another example o a conguration language.
Toolkit languages are used to build applica-

tions out of elements in toolkits (integrated sets
o application-specic reusable parts); they are
more complex than conguration languages.
Toolkit languages may be explicitly dened as
application programming languages, or the appli-
cations may simply be implied by a toolkit’s set
of interfaces.
Scripting languages are commonly used kinds

o application programming languages. In some
scripting languages, scripts are called batch les
or macros.
Programming languages are the most fexible

type of construction languages. They also contain
the least amount o inormation about specic
application areas and development processes—
therefore, they require the most training and skill
to use effectively. The choice of programming lan-
guage can have a large effect on the likelihood of
vulnerabilities being introduced during coding—
or example, uncritical usage o C and C++ are
questionable choices from a security viewpoint.
There are three general kinds of notation used

for programming languages, namely

• linguistic (e.g., C/C++, Java)
• ormal (e.g., Event-B)
• visual (e.g., MatLab).

Linguistic notations are distinguished in par-
ticular by the use of textual strings to represent
complex software constructions. The combina-
tion of textual strings into patterns may have a
sentence-like syntax. Properly used, each such
string should have a strong semantic connotation
providing an immediate intuitive understanding
of what will happen when the software construc-
tion is executed.
Formal notations rely less on intuitive, every-

day meanings of words and text strings and more
on denitions backed up by precise, unambigu-
ous, and ormal (or mathematical) denitions.
Formal construction notations and formal meth-
ods are at the semantic base of most forms of
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system programming notations, where accuracy,
time behavior, and testability are more important
than ease of mapping into natural language. For-
mal constructions also use precisely dened ways
of combining symbols that avoid the ambiguity
of many natural language constructions.
Visual notations rely much less on the textual

notations of linguistic and formal construction
and instead rely on direct visual interpretation
and placement of visual entities that represent the
underlying software. Visual construction tends to
be somewhat limited by the diculty o making
“complex” statements using only the arrange-
ment o icons on a display. However, these icons
can be powerful tools in cases where the primary
programming task is simply to build and “adjust”
a visual interface to a program, the detailed
behavior o which has an underlying denition.

3.3. Coding
[1*]

The following considerations apply to the soft-
ware construction coding activity:

• Techniques for creating understandable
source code, including naming conventions
and source code layout;

• Use o classes, enumerated types, variables,
named constants, and other similar entities;

• Use o control structures;
• Handling o error conditions—both antici-
pated and exceptional (input of bad data, for
example);

• Prevention o code-level security breaches
(buer overfows or array index bounds, or
example);

• Resource usage via use of exclusion mecha-
nisms and discipline in accessing serially
reusable resources (including threads and
database locks);

• Source code organization (into state-
ments, routines, classes, packages, or other
structures);

• Code documentation;
• Code tuning,

3.4. Construction Testing
[1*]

Construction involves two forms of testing,
which are often performed by the software engi-
neer who wrote the code:

• Unit testing
• Integration testing.

The purpose of construction testing is to reduce
the gap between the time when faults are inserted
into the code and the time when those faults are
detected, thereby reducing the cost incurred to
x them. In some instances, test cases are writ-
ten ater code has been written. In other instances,
test cases may be created before code is written.
Construction testing typically involves a

subset of the various types of testing, which
are described in the Software Testing KA. For
instance, construction testing does not typically
include system testing, alpha testing, beta testing,
stress testing, conguration testing, usability test-
ing, or other more specialized kinds of testing.
Two standards have been published on the topic

o construction testing: IEEE Standard 829-1998,
IEEE Standard or Sotware Test Documentation,
and IEEE Standard 1008-1987, IEEE Standard
or Sotware Unit Testing.
(See sections 2.1.1., Unit Testing, and 2.1.2.,

Integration Testing, in the Sotware Testing KA
for more specialized reference material.)

3.5. Construction or Reuse
[2*]

Construction for reuse creates software that has
the potential to be reused in the future for the
present project or other projects taking a broad-
based, multisystem perspective. Construction for
reuse is usually based on variability analysis and
design. To avoid the problem of code clones, it
is desired to encapsulate reusable code fragments
into well-structured libraries or components.
The tasks related to software construction for

reuse during coding and testing are as ollows:
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• Variability implementation with mecha-
nisms such as parameterization, conditional
compilation, design patterns, and so forth.

• Variability encapsulation to make the soft-
ware assets easy to congure and customize.

• Testing the variability provided by the reus-
able software assets.

• Description and publication of reusable soft-
ware assets.

3.6. Construction with Reuse
[2*]

Construction with reuse means to create new
software with the reuse of existing software
assets. The most popular method of reuse is to
reuse code from the libraries provided by the lan-
guage, platform, tools being used, or an organiza-
tional repository. Asides from these, the applica-
tions developed today widely make use of many
open-source libraries. Reused and o-the-shel
software often have the same—or better—quality
requirements as newly developed software (for
example, security level).
The tasks related to software construction with

reuse during coding and testing are as ollows:

• The selection of the reusable units, data-
bases, test procedures, or test data.

• The evaluation of code or test reusability.
• The integration of reusable software assets
into the current software.

• The reporting of reuse information on new
code, test procedures, or test data.

3.7. Construction Quality
[1*]

In addition to aults resulting rom requirements
and design, faults introduced during construction
can result in serious quality problems—for exam-
ple, security vulnerabilities. This includes not
only faults in security functionality but also faults
elsewhere that allow bypassing of this functional-
ity and other security weaknesses or violations.
Numerous techniques exist to ensure the qual-

ity of code as it is constructed. The primary tech-
niques used for construction quality include

• unit testing and integration testing (see sec-
tion 3.4, Construction Testing)

• test-rst development (see section 2.2 in the
Software Testing KA)

• use of assertions and defensive programming
• debugging
• inspections
• technical reviews, including security-ori-
ented reviews (see section 2.3.2 in the Sot-
ware Quality KA)

• static analysis (see section 2.3 o the Sot-
ware Quality KA)

The specic technique or techniques selected
depend on the nature of the software being con-
structed as well as on the skillset of the software
engineers performing the construction activi-
ties. Programmers should know good practices
and common vulnerabilities—for example, from
widely recognized lists about common vulner-
abilities. Automated static analysis of code for
security weaknesses is available for several com-
mon programming languages and can be used in
security-critical projects.
Construction quality activities are differenti-

ated from other quality activities by their focus.
Construction quality activities focus on code and
artifacts that are closely related to code—such
as detailed design—as opposed to other artifacts
that are less directly connected to the code, such
as requirements, high-level designs, and plans.

3.8. Integration
[1*]

A key activity during construction is the integra-
tion of individually constructed routines, classes,
components, and subsystems into a single sys-
tem. In addition, a particular sotware system
may need to be integrated with other software or
hardware systems.
Concerns related to construction integration

include planning the sequence in which compo-
nents will be integrated, identifying what hard-
ware is needed, creating scaffolding to support
interim versions of the software, determining
the degree of testing and quality work performed
on components before they are integrated, and
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determining points in the project at which interim
versions of the software are tested.
Programs can be integrated by means of either

the phased or the incremental approach. Phased
integration, also called “big bang” integration,
entails delaying the integration of component
software parts until all parts intended for release
in a version are complete. Incremental integration
is thought to offer many advantages over the tra-
ditional phased integration—for example, easier
error location, improved progress monitoring,
earlier product delivery, and improved customer
relations. In incremental integration, the develop-
ers write and test a program in small pieces and
then combine the pieces one at a time. Additional
test infrastructure, such as stubs, drivers, and
mock objects, are usually needed to enable incre-
mental integration. By building and integrating
one unit at a time (for example, a class or compo-
nent), the construction process can provide early
eedback to developers and customers. Other
advantages of incremental integration include
easier error location, improved progress monitor-
ing, more fully tested units, and so forth.

4. Construction Technologies

4.1. API Design and Use
[3*]

An application programming interace (API) is the
set of signatures that are exported and available to
the users of a library or a framework to write their
applications. Besides signatures, an API should
always include statements about the program’s
effects and/or behaviors (i.e., its semantics).
API design should try to make the API easy

to learn and memorize, lead to readable code, be
hard to misuse, be easy to extend, be complete,
and maintain backward compatibility. As the
APIs usually outlast their implementations or
a widely used library or framework, it is desired
that the API be straightorward and kept stable to
facilitate the development and maintenance of the
client applications.
API use involves the processes o select-

ing, learning, testing, integrating, and possibly
extending APIs provided by a library or rame-
work (see section 3.6, Construction with Reuse).

4.2. Object-Oriented Runtime Issues
[1*]

Object-oriented languages support a series o
runtime mechanisms including polymorphism
and refection. These runtime mechanisms
increase the fexibility and adaptability o object-
oriented programs. Polymorphism is the ability
of a language to support general operations with-
out knowing until runtime what kind of concrete
objects the software will include. Because the
program does not know the exact types of the
objects in advance, the exact behaviour is deter-
mined at runtime (called dynamic binding).
Refection is the ability o a program to observe

and modify its own structure and behavior at run-
time. Refection allows inspection o classes,
interaces, elds, and methods at runtime with-
out knowing their names at compile time. It also
allows instantiation at runtime of new objects and
invocation of methods using parameterized class
and method names.

4.3. Parameterization and Generics
[4*]

Parameterized types, also known as generics
(Ada, Eiel) and templates (C++), enable the
denition o a type or class without speciying all
the other types it uses. The unspecied types are
supplied as parameters at the point of use. Param-
eterized types provide a third way (in addition to
class inheritance and object composition) to com-
pose behaviors in object-oriented sotware.

4.4. Assertions, Design by Contract, and Deensive
Programming

[1*]

An assertion is an executable predicate that’s
placed in a program—usually a routine or macro—
that allows runtime checks of the program. Asser-
tions are especially useul in high-reliability pro-
grams. They enable programmers to more quickly
fush out mismatched interace assumptions, errors
that creep in when code is modied, and so on.
Assertions are normally compiled into the code at
development time and are later compiled out of the
code so that they don’t degrade the performance.
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Design by contract is a development approach
in which preconditions and postconditions are
included for each routine. When preconditions
and postconditions are used, each routine or
class is said to form a contract with the rest of
the program. Furthermore, a contract provides a
precise specication o the semantics o a routine,
and thus helps the understanding of its behavior.
Design by contract is thought to improve the
quality of software construction.
Deensive programming means to protect a

routine from being broken by invalid inputs.
Common ways to handle invalid inputs include
checking the values of all the input parameters
and deciding how to handle bad inputs. Asser-
tions are often used in defensive programming to
check input values.

4.5. Error Handling, Exception Handling, and
Fault Tolerance

[1*]

The way that errors are handled affects software’s
ability to meet requirements related to correct-
ness, robustness, and other nonfunctional attri-
butes. Assertions are sometimes used to check
or errors. Other error handling techniques—such
as returning a neutral value, substituting the next
piece of valid data, logging a warning message,
returning an error code, or shutting down the soft-
ware—are also used.
Exceptions are used to detect and process

errors or exceptional events. The basic structure
of an exception is that a routine uses throw to
throw a detected exception and an exception han-
dling block will catch the exception in a try-catch
block. The try-catch block may process the erro-
neous condition in the routine or it may return
control to the calling routine. Exception handling
policies should be carefully designed follow-
ing common principles such as including in the
exception message all information that led to the
exception, avoiding empty catch blocks, knowing
the exceptions the library code throws, perhaps
building a centralized exception reporter, and
standardizing the program’s use of exceptions.
Fault tolerance is a collection of techniques

that increase software reliability by detecting
errors and then recovering from them if possible

or containing their effects if recovery is not pos-
sible. The most common fault tolerance strategies
include backing up and retrying, using auxiliary
code, using voting algorithms, and replacing an
erroneous value with a phony value that will have
a benign effect.

4.6. Executable Models
[5*]

Executable models abstract away the details of
specic programming languages and decisions
about the organization of the software. Different
rom traditional sotware models, a specication
built in an executable modeling language like
xUML (executable UML) can be deployed in
various software environments without change.
An executable-model compiler (transormer) can
turn an executable model into an implementation
using a set of decisions about the target hardware
and software environment. Thus, constructing
executable models can be regarded as a way of
constructing executable software.
Executable models are one foundation support-

ing the Model-DrivenArchitecture (MDA) initia-
tive o the ObjectManagement Group (OMG).An
executable model is a way to completely specify
a Platorm Independent Model (PIM); a PIM is
a model of a solution to a problem that does not
rely on any implementation technologies. Then
a Platorm Specic Model (PSM), which is a
model that contains the details of the implemen-
tation, can be produced by weaving together the
PIM and the platorm on which it relies.

4.7. State-Based and Table-Driven Construction
Techniques

[1*]

State-based programming, or automata-based
programming, is a programming technology
using nite state machines to describe program
behaviours. The transition graphs of a state
machine are used in all stages of software devel-
opment (specication, implementation, debug-
ging, and documentation). The main idea is to
construct computer programs the same way the
automation of technological processes is done.
State-based programming is usually combined
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with object-oriented programming, orming a
new composite approach called state-based,
object-oriented programming.
A table-driven method is a schema that uses

tables to look up information rather than using
logic statements (such as i and case). Used in
appropriate circumstances, table-driven code
is simpler than complicated logic and easier to
modiy. When using table-driven methods, the
programmer addresses two issues: what inorma-
tion to store in the table or tables, and how to e-
ciently access information in the table.

4.8. Runtime Conguration and
Internationalization

[1*]

To achieve more fexibility, a program is oten
constructed to support late binding time of its vari-
ables. Runtime conguration is a technique that
binds variable values and program settings when
the program is running, usually by updating and
reading conguration les in a just-in-time mode.
Internationalization is the technical activ-

ity of preparing a program, usually interactive
software, to support multiple locales. The corre-
sponding activity, localization, is the activity of
modiying a program to support a specic local
language. Interactive sotware may contain doz-
ens or hundreds of prompts, status displays, help
messages, error messages, and so on. The design
and construction processes should accommodate
string and character-set issues including which
character set is to be used, what kinds of strings
are used, how to maintain the strings without
changing the code, and translating the strings into
different languages with minimal impact on the
processing code and the user interface.

4.9. Grammar-Based Input Processing
[1*] [6*]

Grammar-based input processing involves syntax
analysis, or parsing, o the input token stream. It
involves the creation of a data structure (called a
parse tree or syntax tree) representing the input
data. The inorder traversal of the parse tree usu-
ally gives the expression just parsed. The parser
checks the symbol table for the presence of

programmer-dened variables that populate the
tree. After building the parse tree, the program
uses it as input to the computational processes.

4.10. Concurrency Primitives
[7*]

A synchronization primitive is a programming
abstraction provided by a programming language
or the operating system that facilitates concur-
rency and synchronization. Well-known concur-
rency primitives include semaphores, monitors,
and mutexes.
A semaphore is a protected variable or abstract

data type that provides a simple but useful abstrac-
tion for controlling access to a common resource
by multiple processes or threads in a concurrent
programming environment.
A monitor is an abstract data type that presents

a set o programmer-dened operations that are
executed with mutual exclusion. A monitor con-
tains the declaration of shared variables and pro-
cedures or functions that operate on those vari-
ables. The monitor construct ensures that only
one process at a time is active within the monitor.
A mutex (mutual exclusion) is a synchroniza-

tion primitive that grants exclusive access to a
shared resource by only one process or thread at
a time.

4.11. Middleware
[3*] [6*]

Middleware is a broad classication or sot-
ware that provides services above the operating
system layer yet below the application program
layer. Middleware can provide runtime contain-
ers for software components to provide message
passing, persistence, and a transparent location
across a network. Middleware can be viewed as
a connector between the components that use the
middleware. Modern message-oriented middle-
ware usually provides an Enterprise Service Bus
(ESB), which supports service-oriented interac-
tion and communication between multiple soft-
ware applications.
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4.12. Construction Methods or Distributed
Sotware

[7*]

A distributed system is a collection of physically
separate, possibly heterogeneous computer sys-
tems that are networked to provide the users with
access to the various resources that the system
maintains. Construction of distributed software is
distinguished from traditional software construc-
tion by issues such as parallelism, communica-
tion, and fault tolerance.
Distributed programming typically falls into one

o several basic architectural categories: client-
server, 3-tier architecture, n-tier architecture, dis-
tributed objects, loose coupling, or tight coupling
(see section 14.3 o the Computing Foundations
KA and section 3.2 o the Sotware Design KA).

4.13. Constructing Heterogeneous Systems
[6*]

Heterogeneous systems consist o a variety o
specialized computational units of different types,
such as Digital Signal Processors (DSPs), micro-
controllers, and peripheral processors. These
computational units are independently controlled
and communicate with one another. Embedded
systems are typically heterogeneous systems.
The design of heterogeneous systems may

require the combination o several specication
languages in order to design different parts of
the system—in other words, hardware/software
codesign. The key issues include multilanguage
validation, cosimulation, and interfacing.
During the hardware/software codesign, soft-

ware development and virtual hardware devel-
opment proceed concurrently through stepwise
decomposition. The hardware part is usually
simulated in eld programmable gate arrays
(FPGAs) or application-specic integrated cir-
cuits (ASICs). The sotware part is translated into
a low-level programming language.

4.14. Perormance Analysis and Tuning
[1*]

Code eciency—determined by architecture,
detailed design decisions, and data-structure and

algorithm selection—infuences an execution
speed and size. Performance analysis is the inves-
tigation of a program’s behavior using informa-
tion gathered as the program executes, with the
goal of identifying possible hot spots in the pro-
gram to be improved.
Code tuning, which improves performance at

the code level, is the practice of modifying correct
code in ways that make it run more eciently.
Code tuning usually involves only small-scale
changes that affect a single class, a single routine,
or, more commonly, a few lines of code. A rich
set of code tuning techniques is available, includ-
ing those for tuning logic expressions, loops, data
transormations, expressions, and routines. Using
a low-level language is another common tech-
nique for improving some hot spots in a program.

4.15. Platorm Standards
[6*] [7*]

Platform standards enable programmers to
develop portable applications that can be exe-
cuted in compatible environments without
changes. Platform standards usually involve a
set o standard services and APIs that compat-
ible platform implementations must implement.
Typical examples of platform standards are Java
2 Platform Enterprise Edition (J2EE) and the
POSIX standard or operating systems (Portable
Operating System Interace), which represents
a set of standards implemented primarily for
UNIX-based operating systems.

4.16. Test-First Programming
[1*]

Test-rst programming (also known as Test-
Driven Development—TDD) is a popular devel-
opment style in which test cases are written prior
to writing any code. Test-rst programming can
usually detect defects earlier and correct them
more easily than traditional programming styles.
Furthermore, writing test cases rst orces pro-
grammers to think about requirements and design
before coding, thus exposing requirements and
design problems sooner.
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5. Software Construction Tools

5.1. Development Environments
[1*]

A development environment, or integrated devel-
opment environment (IDE), provides compre-
hensive facilities to programmers for software
construction by integrating a set of development
tools. The choices of development environments
can aect the eciency and quality o sotware
construction.
In additional to basic code editing unctions,

modern IDEs oten oer other eatures like com-
pilation and error detection from within the edi-
tor, integration with source code control, build/
test/debugging tools, compressed or outline
views of programs, automated code transforms,
and support for refactoring.

5.2. GUI Builders
[1*]

A GUI (Graphical User Interace) builder is a
software development tool that enables the devel-
oper to create and maintain GUIs in a WYSI-
WYG (what you see is what you get) mode. A
GUI builder usually includes a visual editor
for the developer to design forms and windows
and manage the layout of the widgets by drag-
ging, dropping, and parameter setting. Some GUI
builders can automatically generate the source
code corresponding to the visual GUI design.
Because current GUI applications usually ol-

low the event-driven style (in which the fow o
the program is determined by events and event
handling), GUI builder tools usually provide
code generation assistants, which automate the
most repetitive tasks required for event handling.
The supporting code connects widgets with the
outgoing and incoming events that trigger the
functions providing the application logic.
Some modern IDEs provide integrated GUI

builders or GUI builder plug-ins. There are also
many standalone GUI builders.

5.3. Unit Testing Tools
[1*] [2*]

Unit testing veries the unctioning o sotware
modules in isolation from other software elements
that are separately testable (for example, classes,
routines, components). Unit testing is oten auto-
mated. Developers can use unit testing tools
and frameworks to extend and create automated
testing environment. With unit testing tools and
frameworks, the developer can code criteria into
the test to verify the unit’s correctness under vari-
ous data sets. Each individual test is implemented
as an object, and a test runner runs all of the tests.
During the test execution, those failed test cases
will be automatically fagged and reported.

5.4. Proling, Perormance Analysis, and
Slicing Tools

[1*]

Performance analysis tools are usually used to
support code tuning. The most common per-
ormance analysis tools are proling tools. An
execution proling tool monitors the code while
it runs and records how many times each state-
ment is executed or how much time the program
spends on each statement or execution path. Pro-
ling the code while it is running gives insight
into how the program works, where the hot spots
are, and where the developers should focus the
code tuning efforts.
Program slicing involves computation of the

set of program statements (i.e., the program slice)
that may aect the values o specied variables
at some point of interest, which is referred to as
a slicing criterion. Program slicing can be used
for locating the source of errors, program under-
standing, and optimization analysis. Program
slicing tools compute program slices for various
programming languages using static or dynamic
analysis methods.
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FURTHER READINGS

IEEE Std. 1517-2010 Standard or Inormation
Technology—System and Sotware Lie
Cycle Processes—Reuse Processes, IEEE,
2010 [8].

This standard species the processes, activities,
and tasks to be applied during each phase of the
software life cycle to enable a software product
to be constructed rom reusable assets. It covers
the concept o reuse-based development and the
processes of construction for reuse and construc-
tion with reuse.

IEEE Std. 12207-2008 (a.k.a. ISO/IEC
12207:2008) Standard or Systems and
Sotware Engineering—Sotware Lie Cycle
Processes, IEEE, 2008 [9].

This standard denes a series o sotware devel-
opment processes, including software construc-
tion process, software integration process, and
software reuse process.
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CHAPTER 4

SOFTWARE TESTING

ACRONYMS

API Application Program Interace

TDD Test-Driven Development

TTCN3
Testing and Test Control Notation
Version 3

XP Extreme Programming

INTRODUCTION

Software testing consists of the dynamic verica-
tion that a program provides expected behaviors
on a nite set of test cases, suitably selected from
the usually innite execution domain.
In the above denition, italicized words cor-

respond to key issues in describing the Software
Testing knowledge area (KA):

• Dynamic: This term means that testing
always implies executing the program on
selected inputs. To be precise, the input
value alone is not always sucient to spec-
ify a test, since a complex, nondeterministic
system might react to the same input with
different behaviors, depending on the system
state. In this KA, however, the term “input”
will be maintained, with the implied conven-
tion that its meaning also includes a speci-
ed input state in those cases or which it
is important. Static techniques are different
from and complementary to dynamic testing.
Static techniques are covered in the Software
Quality KA. It is worth noting that terminol-
ogy is not uniform among different commu-
nities and some use the term “testing” also in
reference to static techniques.

• Finite:Even in simple programs, somany test
cases are theoretically possible that exhaus-
tive testing could require months or years to

execute. This is why, in practice, a complete
set o tests can generally be considered in-
nite, and testing is conducted on a subset of
all possible tests, which is determined by risk
and prioritization criteria. Testing always
implies a tradeoff between limited resources
and schedules on the one hand and inherently
unlimited test requirements on the other.

• Selected: The many proposed test tech-
niques differ essentially in how the test set
is selected, and software engineers must be
aware that different selection criteria may
yield vastly different degrees of effective-
ness. How to identiy the most suitable
selection criterion under given conditions is
a complex problem; in practice, risk analysis
techniques and software engineering exper-
tise are applied.

• Expected: It must be possible, although not
always easy, to decide whether the observed
outcomes of program testing are acceptable
or not; otherwise, the testing eort is use-
less. The observed behavior may be checked
against user needs (commonly referred to
as testing for validation), against a speci-
cation (testing or verication), or, per-
haps, against the anticipated behavior from
implicit requirements or expectations (see
Acceptance Tests in the Software Require-
ments KA).

In recent years, the view o sotware testing
has matured into a constructive one. Testing is
no longer seen as an activity that starts only after
the coding phase is complete with the limited
purpose of detecting failures. Software testing
is, or should be, pervasive throughout the entire
development and maintenance lie cycle. Indeed,
planning for software testing should start with the
early stages of the software requirements process,
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and test plans and procedures should be system-
atically and continuously developed—and possi-
bly rened—as sotware development proceeds.
These test planning and test designing activities
provide useful input for software designers and
help to highlight potential weaknesses, such as
design oversights/contradictions, or omissions/
ambiguities in the documentation.
For many organizations, the approach to soft-

ware quality is one o prevention: it is obviously
much better to prevent problems than to correct
them. Testing can be seen, then, as a means for
providing information about the functionality

and quality attributes of the software and also
for identifying faults in those cases where error
prevention has not been eective. It is perhaps
obvious but worth recognizing that software can
still contain faults, even after completion of an
extensive testing activity. Software failures expe-
rienced after delivery are addressed by corrective
maintenance. Software maintenance topics are
covered in the Sotware Maintenance KA.
In the SotwareQuality KA(see SotwareQual-

ity Management Techniques), sotware quality
management techniques are notably categorized
into static techniques (no code execution) and

Figure 4.1. Breakdown of Topics for the Software Testing KA
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dynamic techniques (code execution). Both cat-
egories are useful. This KA focuses on dynamic
techniques.
Software testing is also related to software

construction (see Construction Testing in the
Sotware Construction KA). In particular, unit
and integration testing are intimately related to
software construction, if not part of it.

BREAKDOWN OFTOPICS FOR
SOFTWARE TESTING

The breakdown of topics for the Software Test-
ing KA is shown in Figure 4.1. A more detailed
breakdown is provided in the Matrix o Topics
vs. Reerence Material at the end o this KA.
The rst topic describes Sotware Testing Fun-

damentals. It covers the basic denitions in the
eld o sotware testing, the basic terminology
and key issues, and software testing’s relation-
ship with other activities.
The second topic, Test Levels, consists o two

(orthogonal) subtopics: the rst subtopic lists the
levels in which the testing of large software is
traditionally subdivided, and the second subtopic
considers testing or specic conditions or prop-
erties and is reerred to as Objectives o Testing.
Not all types of testing apply to every software
product, nor has every possible type been listed.
The test target and test objective together

determine how the test set is identied, both with
regard to its consistency—how much testing is
enough or achieving the stated objective—and
to its composition—which test cases should
be selected or achieving the stated objective
(although usually “or achieving the stated objec-
tive” remains implicit and only the rst part o the
two italicized questions above is posed). Criteria
or addressing the rst question are reerred to as
test adequacy criteria, while those addressing the
second question are the test selection criteria.
Several Test Techniques have been developed

in the past few decades, and new ones are still
being proposed. Generally accepted techniques
are covered in the third topic.
Test-Related Measures are dealt with in the

fourth topic, while the issues relative to Test Pro-
cess are covered in the th. Finally, Sotware
Testing Tools are presented in topic six.

1. Software Testing Fundamentals

1.1. Testing-Related Terminology

1.1.1. Denitions o Testing and Related
Terminology

[1*, c1, c2] [2*, c8]

Denitions o testing and testing-related termi-
nology are provided in the cited references and
summarized as follows.

1.1.2. Faults vs. Failures
[1*, c1s5] [2*, c11]

Many terms are used in the sotware engineering
literature to describe a malunction: notably ault,
ailure, and error, among others. This terminol-
ogy is precisely dened in [3, c2]. It is essential
to clearly distinguish between the cause of a mal-
function (for which the term fault will be used
here) and an undesired effect observed in the sys-
tem’s delivered service (which will be called a
ailure). Indeed there may well be aults in the
software that never manifest themselves as fail-
ures (see Theoretical and Practical Limitations
o Testing in section 1.2, Key Issues). Thus test-
ing can reveal failures, but it is the faults that can
and must be removed [3]. The more generic term
deect can be used to refer to either a fault or a
ailure, when the distinction is not important [3].
However, it should be recognized that the cause

of a failure cannot always be unequivocally iden-
tied. No theoretical criteria exist to denitively
determine, in general, the fault that caused an
observed ailure. It might be said that it was the
ault that had to be modied to remove the ailure,
but other modications might have worked just
as well. To avoid ambiguity, one could refer to
ailure-causing inputs instead of faults—that is,
those sets of inputs that cause a failure to appear.

1.2. Key Issues

1.2.1. Test Selection Criteria / Test Adequacy
Criteria (Stopping Rules)

[1*, c1s14, c6s6, c12s7]

A test selection criterion is a means of selecting
test cases or determining that a set of test cases
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is sucient or a specied purpose. Test ade-
quacy criteria can be used to decide when suf-
cient testing will be, or has been accomplished
[4] (see Termination in section 5.1, Practical
Considerations).

1.2.2. Testing Eectiveness / Objectives or
Testing

[1*, c11s4, c13s11]

Testing effectiveness is determined by analyzing
a set of program executions. Selection of tests to
be executed can be guided by dierent objectives:
it is only in light of the objective pursued that the
effectiveness of the test set can be evaluated.

1.2.3. Testing or Deect Discovery
[1*, c1s14]

In testing or deect discovery, a successul test
is one that causes the system to fail. This is quite
different from testing to demonstrate that the
sotware meets its specications or other desired
properties, in which case testing is successful if
no failures are observed under realistic test cases
and test environments.

1.2.4. The Oracle Problem
[1*, c1s9, c9s7]

An oracle is any human or mechanical agent that
decides whether a program behaved correctly
in a given test and accordingly results in a ver-
dict o “pass” or “ail.” There exist many dier-
ent kinds o oracles; or example, unambiguous
requirements specications, behavioral models,
and code annotations. Automation of mechanized
oracles can be dicult and expensive.

1.2.5. Theoretical and Practical Limitations o
Testing

[1*, c2s7]

Testing theory warns against ascribing an unjusti-
ed level o condence to a series o successul
tests. Unortunately, most established results o
testing theory are negative ones, in that they state
what testing can never achieve as opposed to what
is actually achieved. The most famous quotation

in this regard is the Dijkstra aphorism that “pro-
gram testing can be used to show the presence of
bugs, but never to show their absence” [5]. The
obvious reason for this is that complete testing is
not feasible in realistic software. Because of this,
testing must be driven based on risk [6, part 1]
and can be seen as a risk management strategy.

1.2.6. The Problem o Ineasible Paths
[1*, c4s7]

Ineasible paths are control fow paths that cannot
be exercised by any input data. They are a signi-
cant problem in path-based testing, particularly
in automated derivation of test inputs to exercise
control fow paths.

1.2.7. Testability
[1*, c17s2]

The term “sotware testability” has two related
but dierent meanings: on the one hand, it reers
to the ease with which a given test coverage
criterion can be satised; on the other hand, it
is dened as the likelihood, possibly measured
statistically, that a set of test cases will expose
a failure i the software is faulty. Both meanings
are important.

1.3. Relationship o Testing to Other Activities

Software testing is related to, but different from,
static software quality management techniques,
proofs of correctness, debugging, and program
construction. However, it is inormative to con-
sider testing from the point of view of software
quality analysts and o certiers.

• Testing vs. Static Sotware Quality Man-
agement Techniques (see Sotware Quality
Management Techniques in the Sotware
Quality KA [1*, c12]).

• Testing vs. Correctness Proofs and Formal
Verication (see the Sotware Engineering
Models and Methods KA [1*, c17s2]).

• Testing vs. Debugging (see Construction
Testing in the Software Construction KA
and Debugging Tools and Techniques in the
Computing Foundations KA [1*, c3s6]).
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• Testing vs. Program Construction (see Con-
struction Testing in the Software Construc-
tion KA [1*, c3s2]).

2. Test Levels

Software testing is usually performed at differ-
ent levels throughout the development and main-
tenance processes. Levels can be distinguished
based on the object of testing, which is called
the target, or on the purpose, which is called the
objective (of the test level).

2.1. The Target o the Test
[1*, c1s13] [2*, c8s1]

The target o the test can vary: a single module, a
group of such modules (related by purpose, use,
behavior, or structure), or an entire system. Three
test stages can be distinguished: unit, integra-
tion, and system. These three test stages do not
imply any process model, nor is any one of them
assumed to be more important than the other two.

2.1.1. Unit Testing
[1*, c3] [2*, c8]

Unit testing veries the unctioning in isolation
of software elements that are separately testable.
Depending on the context, these could be the
individual subprograms or a larger component
made of highly cohesive units. Typically, unit
testing occurs with access to the code being tested
and with the support of debugging tools. The pro-
grammers who wrote the code typically, but not
always, conduct unit testing.

2.1.2. Integration Testing
[1*, c7] [2*, c8]

Integration testing is the process o veriying the
interactions among software components. Clas-
sical integration testing strategies, such as top-
down and bottom-up, are oten used with hierar-
chically structured software.
Modern, systematic integration strategies are

typically architecture-driven, which involves
incrementally integrating the software com-
ponents or subsystems based on identied

unctional threads. Integration testing is oten an
ongoing activity at each stage of development
during which software engineers abstract away
lower-level perspectives and concentrate on the
perspectives of the level at which they are inte-
grating. For other than small, simple software,
incremental integration testing strategies are usu-
ally preferred to putting all of the components
together at once—which is oten called “big
bang” testing.

2.1.3. System Testing
[1*, c8] [2*, c8]

System testing is concerned with testing the
behavior of an entire system. Effective unit and
integration testing will have identied many o
the software defects. System testing is usually
considered appropriate for assessing the non-
functional system requirements—such as secu-
rity, speed, accuracy, and reliability (see Func-
tional and Non-Functional Requirements in the
Sotware Requirements KA and Sotware Qual-
ity Requirements in the Sotware Quality KA).
External interfaces to other applications, utilities,
hardware devices, or the operating environments
are also usually evaluated at this level.

2.2. Objectives o Testing
[1*, c1s7]

Testing is conducted in view o specic objec-
tives, which are stated more or less explicitly
and with varying degrees of precision. Stating
the objectives of testing in precise, quantitative
terms supports measurement and control of the
test process.
Testing can be aimed at verifying different prop-

erties. Test cases can be designed to check that
the unctional specications are correctly imple-
mented, which is variously referred to in the lit-
erature as conformance testing, correctness test-
ing, or unctional testing. However, several other
nonfunctional properties may be tested as well—
including performance, reliability, and usabil-
ity, among many others (see Models and Quality
Characteristics in the Sotware Quality KA).
Other important objectives or testing include

but are not limited to reliability measurement,
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identication o security vulnerabilities, usability
evaluation, and software acceptance, for which
different approaches would be taken. Note that,
in general, the test objectives vary with the test
target; dierent purposes are addressed at dier-
ent levels of testing.
The subtopics listed below are those most

often cited in the literature. Note that some kinds
o testing are more appropriate or custom-made
software packages—installation testing, for
example—and others for consumer products, like
beta testing.

2.2.1. Acceptance / Qualication Testing
[1*, c1s7] [2*, c8s4]

Acceptance / qualication testing determines
whether a system satises its acceptance criteria,
usually by checking desired system behaviors
against the customer’s requirements. The cus-
tomer or a customer’s representative thus speci-
es or directly undertakes activities to check
that their requirements have been met, or in the
case of a consumer product, that the organization
has satised the stated requirements or the tar-
get market. This testing activity may or may not
involve the developers of the system.

2.2.2. Installation Testing
[1*, c12s2]

Oten, ater completion o system and acceptance
testing, the sotware is veried upon installation
in the target environment. Installation testing can
be viewed as system testing conducted in the
operational environment o hardware congura-
tions and other operational constraints. Installa-
tion procedures may also be veried.

2.2.3. Alpha and Beta Testing
[1*, c13s7, c16s6] [2*, c8s4]

Before software is released, it is sometimes given
to a small, selected group of potential users for
trial use (alpha testing) and/or to a larger set of
representative users (beta testing). These users
report problems with the product. Alpha and beta
testing are often uncontrolled and are not always
referred to in a test plan.

2.2.4. Reliability Achievement and Evaluation
[1*, c15] [2*, c15s2]

Testing improves reliability by identifying and
correcting aults. In addition, statistical measures
of reliability can be derived by randomly generat-
ing test cases according to the operational prole o
the sotware (see Operational Prole in section 3.5,
Usage-Based Techniques). The latter approach is
called operational testing. Using reliability growth
models, both objectives can be pursued together
[3] (see Life Test, Reliability Evaluation in section
4.1, Evaluation o the Program under Test).

2.2.5. Regression Testing
[1*, c8s11, c13s3]

According to [7], regression testing is the “selec-
tive retesting of a system or component to verify
that modications have not caused unintended
effects and that the system or component still
complies with its specied requirements.” In
practice, the approach is to show that software
still passes previously passed tests in a test suite
(in fact, it is also sometimes referred to as nonre-
gression testing). For incremental development,
the purpose of regression testing is to show that
software behavior is unchanged by incremen-
tal changes to the software, except insofar as it
should. In some cases, a tradeo must be made
between the assurance given by regression testing
every time a change is made and the resources
required to perform the regression tests, which
can be quite time consuming due to the large
number of tests that may be executed. Regression
testing involves selecting, minimizing, and/or
prioritizing a subset of the test cases in an exist-
ing test suite [8]. Regression testing can be con-
ducted at each of the test levels described in sec-
tion 2.1, The Target of the Test, and may apply to
functional and nonfunctional testing.

2.2.6. Perormance Testing
[1*, c8s6]

Perormance testing veries that the sotware
meets the specied perormance requirements
and assesses performance characteristics—for
instance, capacity and response time.
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2.2.7. Security Testing
[1*, c8s3] [2*, c11s4]

Security testing is ocused on the verication that
the sotware is protected rom external attacks. In
particular, security testing veries the conden-
tiality, integrity, and availability of the systems
and its data. Usually, security testing includes
verication against misuse and abuse o the sot-
ware or system (negative testing).

2.2.8. Stress Testing
[1*, c8s8]

Stress testing exercises software at the maximum
design load, as well as beyond it, with the goal
of determining the behavioral limits, and to test
defense mechanisms in critical systems.

2.2.9. Back-to-Back Testing
[7]

IEEE/ISO/IEC Standard 24765 denes back-to-
back testing as “testing in which two or more
variants of a program are executed with the same
inputs, the outputs are compared, and errors are
analyzed in case o discrepancies.”

2.2.10. Recovery Testing
[1*, c14s2]

Recovery testing is aimed at verifying software
restart capabilities after a system crash or other
“disaster.”

2.2.11. Interace Testing
[2*, c8s1.3] [9*, c4s4.5]

Interace deects are common in complex sys-
tems. Interace testing aims at veriying whether
the components interface correctly to provide the
correct exchange of data and control informa-
tion. Usually the test cases are generated rom
the interace specication. A specic objective o
interace testing is to simulate the use o APIs by
end-user applications. This involves the genera-
tion o parameters o the API calls, the setting o
external environment conditions, and the deni-
tion o internal data that aect the API.

2.2.12. Conguration Testing
[1*, c8s5]

In cases where sotware is built to serve dierent
users, conguration testing veries the sotware
under dierent specied congurations.

2.2.13. Usability and Human Computer Inter-
action Testing

[10*, c6]

The main task of usability and human computer
interaction testing is to evaluate how easy it is
or end users to learn and to use the sotware. In
general, it may involve testing the software func-
tions that supports user tasks, documentation that
aids users, and the ability of the system to recover
rom user errors (see User Interace Design in the
Software Design KA).

3. Test Techniques

One o the aims o testing is to detect as many
ailures as possible. Many techniques have been
developed to do this [6, part 4]. These techniques
attempt to “break” a program by being as sys-
tematic as possible in identifying inputs that will
produce representative program behaviors; or
instance, by considering subclasses of the input
domain, scenarios, states, and data fows.
The classication o testing techniques pre-

sented here is based on how tests are generated:
from the software engineer’s intuition and expe-
rience, the specications, the code structure, the
real or imagined faults to be discovered, predicted
usage, models, or the nature of the application.
One category deals with the combined use o two
or more techniques.
Sometimes these techniques are classied as

white-box (also called glass-box), if the tests are
based on information about how the software has
been designed or coded, or as black-box if the test
cases rely only on the input/output behavior of
the software. The following list includes those
testing techniques that are commonly used, but
some practitioners rely on some of the techniques
more than others.
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3.1. Based on the Sotware Engineer’s Intuition
and Experience

3.1.1. Ad Hoc

Perhaps the most widely practiced technique is
ad hoc testing: tests are derived relying on the
software engineer’s skill, intuition, and experi-
ence with similar programs. Ad hoc testing can
be useful for identifying tests cases that not easily
generated by more formalized techniques.

3.1.2. Exploratory Testing

Exploratory testing is dened as simultaneous
learning, test design, and test execution [6, part
1]; that is, the tests are not dened in advance
in an established test plan, but are dynamically
designed, executed, and modied. The eective-
ness of exploratory testing relies on the software
engineer’s knowledge, which can be derived
rom various sources: observed product behavior
during testing, familiarity with the application,
the platform, the failure process, the type of pos-
sible faults and failures, the risk associated with a
particular product, and so on.

3.2. Input Domain-Based Techniques

3.2.1. Equivalence Partitioning
[1*, c9s4]

Equivalence partitioning involves partitioning the
input domain into a collection of subsets (or equiv-
alent classes) based on a specied criterion or rela-
tion. This criterion or relation may be different
computational results, a relation based on control
fow or data fow, or a distinction made between
valid inputs that are accepted and processed by the
system and invalid inputs, such as out of range val-
ues, that are not accepted and should generate an
error message or initiate error processing. A repre-
sentative set of tests (sometimes only one) is usu-
ally taken from each equivalency class.

3.2.2. Pairwise Testing
[1*, c9s3]

Test cases are derived by combining interesting
values for every pair of a set of input variables

instead of considering all possible combinations.
Pairwise testing belongs to combinatorial testing,
which in general also includes higher-level com-
binations than pairs: these techniques are reerred
to as t-wise, whereby every possible combination
of t input variables is considered.

3.2.3. Boundary-Value Analysis
[1*, c9s5]

Test cases are chosen on or near the boundaries of
the input domain of variables, with the underly-
ing rationale that many faults tend to concentrate
near the extreme values of inputs. An extension of
this technique is robustness testing, wherein test
cases are also chosen outside the input domain of
variables to test program robustness in processing
unexpected or erroneous inputs.

3.2.4. Random Testing
[1*, c9s7]

Tests are generated purely at random (not to be
confused with statistical testing from the opera-
tional prole, as described in Operational Prole
in section 3.5). This orm o testing alls under the
heading of input domain testing since the input
domain must be known in order to be able to pick
random points within it. Random testing provides
a relatively simple approach or test automation;
recently, enhanced forms of random testing have
been proposed in which the random input sam-
pling is directed by other input selection criteria
[11]. Fuzz testing or uzzing is a special orm o
random testing aimed at breaking the sotware; it
is most often used for security testing.

3.3. Code-Based Techniques

3.3.1. Control Flow-Based Criteria
[1*, c4]

Control fow-based coverage criteria are aimed
at covering all the statements, blocks of state-
ments, or specied combinations o statements
in a program. The strongest o the control fow-
based criteria is path testing, which aims to
execute all entry-to-exit control fow paths in a
program’s control fow graph. Since exhaustive
path testing is generally not feasible because of
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loops, other less stringent criteria focus on cov-
erage of paths that limit loop iterations such as
statement coverage, branch coverage, and con-
dition/decision testing. The adequacy of such
tests is measured in percentages; or example,
when all branches have been executed at least
once by the tests, 100% branch coverage has
been achieved.

3.3.2. Data Flow-Based Criteria
[1*, c5]

In data fow-based testing, the control fow graph
is annotated with information about how the
program variables are dened, used, and killed
(undened). The strongest criterion, all deni-
tion-use paths, requires that, or each variable,
every control fow path segment rom a deni-
tion o that variable to a use o that denition is
executed. In order to reduce the number o paths
required, weaker strategies such as all-denitions
and all-uses are employed.

3.3.3. Reerence Models or Code-Based
Testing

[1*, c4]

Although not a technique in itself, the control
structure of a program can be graphically rep-
resented using a fow graph to visualize code-
based testing techniques. A fow graph is a
directed graph, the nodes and arcs of which cor-
respond to program elements (see Graphs and
Trees in the Mathematical Foundations KA).
For instance, nodes may represent statements or
uninterrupted sequences of statements, and arcs
may represent the transfer of control between
nodes.

3.4. Fault-Based Techniques
[1*, c1s14]

With dierent degrees o ormalization, ault-
based testing techniques devise test cases spe-
cically aimed at revealing categories o likely
or predened aults. To better ocus the test case
generation or selection, a ault model can be
introduced that classies the dierent types o
faults.

3.4.1. Error Guessing
[1*, c9s8]

In error guessing, test cases are specically
designed by software engineers who try to antici-
pate the most plausible faults in a given program.
A good source of information is the history of
faults discovered in earlier projects, as well as the
software engineer’s expertise.

3.4.2. Mutation Testing
[1*, c3s5]

A mutant is a slightly modied version o the
program under test, differing from it by a small
syntactic change. Every test case exercises both
the original program and all generated mutants:
if a test case is successful in identifying the dif-
ference between the program and a mutant, the
latter is said to be “killed.” Originally conceived
as a technique to evaluate test sets (see section
4.2. Evaluation of the Tests Performed), muta-
tion testing is also a testing criterion in itsel:
either tests are randomly generated until enough
mutants have been killed, or tests are specically
designed to kill surviving mutants. In the latter
case, mutation testing can also be categorized as
a code-based technique. The underlying assump-
tion of mutation testing, the coupling effect,
is that by looking for simple syntactic faults,
more complex but real faults will be found. For
the technique to be effective, a large number of
mutants must be automatically generated and
executed in a systematic way [12].

3.5. Usage-Based Techniques

3.5.1. Operational Prole
[1*, c15s5]

In testing or reliability evaluation (also called
operational testing), the test environment repro-
duces the operational environment of the soft-
ware, or the operational prole, as closely as
possible. The goal is to infer from the observed
test results the future reliability of the software
when in actual use. To do this, inputs are assigned
probabilities, or proles, according to their re-
quency o occurrence in actual operation. Opera-
tional proles can be used during system testing
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to guide derivation of test cases that will assess
the achievement of reliability objectives and
exercise relative usage and criticality of different
functions similar to what will be encountered in
the operational environment [3].

3.5.2. User Observation Heuristics
[10*, c5, c7]

Usability principles can provide guidelines or dis-
covering problems in the design of the user inter-
ace [10*, c1s4] (see User Interace Design in the
Software Design KA). Specialized heuristics, also
called usability inspection methods, are applied
for the systematic observation of system usage
under controlled conditions in order to deter-
mine how well people can use the system and its
interaces. Usability heuristics include cognitive
walkthroughs, claims analysis, eld observations,
thinking aloud, and even indirect approaches such
as user questionnaires and interviews.

3.6. Model-Based Testing Techniques

A model in this context is an abstract (formal)
representation of the software under test or of
its sotware requirements (see Modeling in the
Sotware Engineering Models and Methods KA).
Model-based testing is used to validate require-
ments, check their consistency, and generate test
cases focused on the behavioral aspects of the
sotware. The key components o model-based
testing are [13]: the notation used to represent the
model o the sotware or its requirements; work-
fow models or similar models; the test strategy
or algorithm used or test case generation; the
supporting inrastructure or the test execution;
and the evaluation of test results compared to
expected results. Due to the complexity of the
techniques, model-based testing approaches
are often used in conjunction with test automa-
tion harnesses. Model-based testing techniques
include the following.

3.6.1. Decision Tables
[1*, c9s6]

Decision tables represent logical relationships
between conditions (roughly, inputs) and actions

(roughly, outputs). Test cases are systematically
derived by considering every possible combina-
tion of conditions and their corresponding resul-
tant actions. A related technique is cause-eect
graphing [1*, c13s6].

3.6.2. Finite-State Machines
[1*, c10]

By modeling a program as a nite state machine,
tests can be selected in order to cover the states
and transitions.

3.6.3. Formal Specications
[1*, c10s11] [2*, c15]

Stating the specications in a ormal language
(see Formal Methods in the Software Engineer-
ing Models and Methods KA) permits automatic
derivation of functional test cases, and, at the
same time, provides an oracle for checking test
results.
TTCN3 (Testing and Test Control Notation

version 3) is a language developed or writing test
cases. The notation was conceived or the specic
needs of testing telecommunication systems, so it
is particularly suitable for testing complex com-
munication protocols.

3.6.4. Workfow Models
[2*, c8s3.2, c19s3.1]

Workfow models speciy a sequence o activi-
ties performed by humans and/or software appli-
cations, usually represented through graphical
notations. Each sequence of actions constitutes
one workfow (also called a scenario). Both typi-
cal and alternate workfows should be tested [6,
part 4]. A special ocus on the roles in a work-
fow specication is targeted in business process
testing.

3.7. Techniques Based on the Nature o the
Application

The above techniques apply to all kinds of soft-
ware. Additional techniques for test derivation
and execution are based on the nature of the soft-
ware being tested; or example,
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• object-oriented sotware
• component-based sotware
• web-based sotware
• concurrent programs
• protocol-based sotware
• real-time systems
• saety-critical systems
• service-oriented sotware
• open-source sotware
• embedded software

3.8. Selecting and Combining Techniques

3.8.1. Combining Functional and Structural
[1*, c9]

Model-based and code-based test techniques
are often contrasted as functional vs. structural
testing. These two approaches to test selection
are not to be seen as alternatives but rather as
complements; in act, they use dierent sources
of information and have been shown to high-
light different kinds of problems. They could be
used in combination, depending on budgetary
considerations.

3.8.2. Deterministic vs. Random
[1*, c9s6]

Test cases can be selected in a deterministic way,
according to one of many techniques, or ran-
domly drawn from some distribution of inputs,
such as is usually done in reliability testing. Sev-
eral analytical and empirical comparisons have
been conducted to analyze the conditions that
make one approach more effective than the other.

4. Test-Related Measures

Sometimes testing techniques are confused with
testing objectives. Testing techniques can be
viewed as aids that help to ensure the achieve-
ment o test objectives [6, part 4]. For instance,
branch coverage is a popular testing technique.
Achieving a specied branch coverage measure
(e.g., 95% branch coverage) should not be the
objective o testing per se: it is a way o improv-
ing the chances o nding ailures by attempting
to systematically exercise every program branch

at every decision point. To avoid such misun-
derstandings, a clear distinction should be made
between test-related measures that provide an
evaluation of the program under test, based on
the observed test outputs, and the measures that
evaluate the thoroughness of the test set. (See
Sotware Engineering Measurement in the Sot-
ware Engineering Management KA or inorma-
tion on measurement programs. See Software
Process and Product Measurement in the Sot-
ware Engineering Process KA for information on
measures.)
Measurement is usually considered undamen-

tal to quality analysis. Measurement may also be
used to optimize the planning and execution of
the tests. Test management can use several differ-
ent process measures to monitor progress. (See
section 5.1, Practical Considerations, or a dis-
cussion of measures of the testing process useful
for management purposes.)

4.1. Evaluation o the Program Under Test

4.1.1. Program Measurements That Aid in
Planning and Designing Tests

[9*, c11]

Measures based on sotware size (or example,
source lines o code or unctional size; see Mea-
suring Requirements in the Software Require-
ments KA) or on program structure can be used
to guide testing. Structural measures also include
measurements that determine the frequency with
which modules call one another.

4.1.2. Fault Types, Classication, and
Statistics

[9*, c4]

The testing literature is rich in classications and
taxonomies of faults. To make testing more effec-
tive, it is important to know which types of faults
may be found in the software under test and the
relative frequency with which these faults have
occurred in the past. This information can be use-
ful in making quality predictions as well as in
process improvement (see Defect Characteriza-
tion in the Sotware Quality KA).
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4.1.3. Fault Density
[1*, c13s4] [9*, c4]

A program under test can be evaluated by counting
discovered faults as the ratio between the number
of faults found and the size of the program.

4.1.4. Lie Test, Reliability Evaluation
[1*, c15] [9*, c3]

A statistical estimate of software reliability,
which can be obtained by observing reliabil-
ity achieved, can be used to evaluate a software
product and decide whether or not testing can be
stopped (see section 2.2, Reliability Achievement
and Evaluation).

4.1.5. Reliability Growth Models
[1*, c15] [9*, c8]

Reliability growth models provide a prediction of
reliability based on failures. They assume, in gen-
eral, that when the faults that caused the observed
ailures have been xed (although some models
also accept imperect xes), the estimated prod-
uct’s reliability exhibits, on average, an increasing
trend. There are many published reliability growth
models. Notably, these models are divided into
ailure-count and time-between-ailuremodels.

4.2. Evaluation o the Tests Perormed

4.2.1. Coverage / Thoroughness Measures
[9*, c11]

Several test adequacy criteria require that the test
cases systematically exercise a set of elements
identied in the program or in the specications
(see topic 3, Test Techniques). To evaluate the
thoroughness of the executed tests, software engi-
neers can monitor the elements covered so that
they can dynamically measure the ratio between
covered elements and the total number. For exam-
ple, it is possible to measure the percentage of
branches covered in the program fow graph or the
percentage of functional requirements exercised
among those listed in the specications document.
Code-based adequacy criteria require appropriate
instrumentation of the program under test.

4.2.2. Fault Seeding
[1*, c2s5] [9*, c6]

In ault seeding, some aults are articially intro-
duced into a program before testing. When the
tests are executed, some of these seeded faults will
be revealed as well as, possibly, some faults that
were already there. In theory, depending on which
and how many o the articial aults are discov-
ered, testing effectiveness can be evaluated and the
remaining number of genuine faults can be esti-
mated. In practice, statisticians question the dis-
tribution and representativeness of seeded faults
relative to genuine faults and the small sample size
on which any extrapolations are based. Some also
argue that this technique should be used with great
care since inserting faults into software involves
the obvious risk of leaving them there.

4.2.3. Mutation Score
[1*, c3s5]

In mutation testing (see Mutation Testing in sec-
tion 3.4, Fault-Based Techniques), the ratio o
killed mutants to the total number of generated
mutants can be a measure of the effectiveness of
the executed test set.

4.2.4. Comparison and Relative Eectiveness
o Dierent Techniques

Several studies have been conducted to com-
pare the relative effectiveness of different testing
techniques. It is important to be precise as to the
property against which the techniques are being
assessed; what, or instance, is the exact meaning
given to the term “eectiveness”? Possible inter-
pretations include the number of tests needed to
nd the rst ailure, the ratio o the number o
faults found through testing to all the faults found
during and after testing, and how much reliabil-
ity was improved. Analytical and empirical com-
parisons between different techniques have been
conducted according to each of the notions of
eectiveness specied above.

5. Test Process

Testing concepts, strategies, techniques, and mea-
sures need to be integrated into a dened and
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controlled process. The test process supports test-
ing activities and provides guidance to testers and
testing teams, from test planning to test output
evaluation, in such a way as to provide assurance
that the test objectives will be met in a cost-eec-
tive way.

5.1. Practical Considerations

5.1.1. Attitudes / Egoless Programming
[1*c16] [9*, c15]

An important element of successful testing is a
collaborative attitude towards testing and quality
assurance activities. Managers have a key role in
fostering a generally favorable reception towards
failure discovery and correction during software
development and maintenance; or instance, by
overcoming the mindset of individual code own-
ership among programmers and by promoting a
collaborative environment with team responsibil-
ity for anomalies in the code.

5.1.2. Test Guides
[1*, c12s1] [9*, c15s1]

The testing phases can be guided by various
aims—or example, risk-based testing uses the
product risks to prioritize and focus the test strat-
egy, and scenario-based testing denes test cases
based on specied sotware scenarios.

5.1.3. Test Process Management
[1*, c12] [9*, c15]

Test activities conducted at different levels (see
topic 2, Test Levels) must be organized—together
with people, tools, policies, and measures—into a
well-dened process that is an integral part o the
life cycle.

5.1.4. Test Documentation and Work Products
[1*, c8s12] [9*, c4s5]

Documentation is an integral part of the formaliza-
tion o the test process [6, part 3]. Test documents
may include, among others, the test plan, test
design specication, test procedure specication,
test case specication, test log, and test incident
report. The software under test is documented as

the test item. Test documentation should be pro-
duced and continually updated to the same level
of quality as other types of documentation in
software engineering. Test documentation should
also be under the control o sotware congura-
tion management (see the Sotware Conguration
Management KA). Moreover, test documentation
includes work products that can provide material
for user manuals and user training.

5.1.5. Test-Driven Development
[1*, c1s16]

Test-driven development (TDD) originated as one
of the core XP (extreme programming) practices
and consists of writing unit tests prior to writing
the code to be tested (see Agile Methods in the
Sotware Engineering Models and Method KA).
In this way, TDD develops the test cases as a sur-
rogate or a sotware requirements specication
document rather than as an independent check
that the software has correctly implemented the
requirements. Rather than a testing strategy, TDD
is a practice that requires software developers to
dene and maintain unit tests; it thus can also
have a positive impact on elaborating user needs
and sotware requirements specications.

5.1.6. Internal vs. Independent Test Team
[1*, c16]

Formalizing the testing process may also involve
formalizing the organization of the testing team.
The testing team can be composed of internal
members (that is, on the project team, involved or
not in software construction), of external members
(in the hope of bringing an unbiased, independent
perspective), or of both internal and external mem-
bers. Considerations of cost, schedule, maturity
levels of the involved organizations, and criticality
of the application can guide the decision.

5.1.7. Cost/Eort Estimation and Test Process
Measures

[1*, c18s3] [9*, c5s7]

Several measures related to the resources spent
on testing, as well as to the relative ault-nding
effectiveness of the various test phases, are used
by managers to control and improve the testing
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process. These test measures may cover such
aspects as number o test cases specied, num-
ber of test cases executed, number of test cases
passed, and number of test cases failed, among
others.
Evaluation of test phase reports can be com-

bined with root-cause analysis to evaluate test-
process eectiveness in nding aults as early as
possible. Such an evaluation can be associated
with the analysis o risks. Moreover, the resources
that are worth spending on testing should be com-
mensurate with the use/criticality of the applica-
tion: dierent techniques have dierent costs and
yield dierent levels o condence in product
reliability.

5.1.8. Termination
[9*, c10s4]

A decision must be made as to how much test-
ing is enough and when a test stage can be termi-
nated. Thoroughness measures, such as achieved
code coverage or functional coverage, as well as
estimates of fault density or of operational reli-
ability, provide useul support but are not su-
cient in themselves. The decision also involves
considerations about the costs and risks incurred
by possible remaining failures, as opposed to
the costs incurred by continuing to test (see Test
Selection Criteria / Test Adequacy Criteria in
section 1.2, Key Issues).

5.1.9. Test Reuse and Test Patterns
[9*, c2s5]

To carry out testing or maintenance in an orga-
nized and cost-eective way, the means used to
test each part of the software should be reused
systematically. A repository of test materials
should be under the control of software con-
guration management so that changes to sot-
ware requirements or design can be refected in
changes to the tests conducted.
The test solutions adopted for testing some

application types under certain circumstances,
with the motivations behind the decisions taken,
form a test pattern that can itself be documented
for later reuse in similar projects.

5.2. Test Activities

As shown in the following description, successful
management of test activities strongly depends
on the sotware conguration management pro-
cess (see the Sotware Conguration Manage-
ment KA).

5.2.1. Planning
[1*, c12s1, c12s8]

Like all other aspects o project management,
testing activities must be planned. Key aspects
of test planning include coordination of person-
nel, availability of test facilities and equipment,
creation and maintenance o all test-related docu-
mentation, and planning for possible undesir-
able outcomes. I more than one baseline o the
software is being maintained, then a major plan-
ning consideration is the time and effort needed
to ensure that the test environment is set to the
proper conguration.

5.2.2. Test-Case Generation
[1*, c12s1, c12s3]

Generation o test cases is based on the level o
testing to be performed and the particular testing
techniques. Test cases should be under the con-
trol o sotware conguration management and
include the expected results for each test.

5.2.3. Test Environment Development
[1*, c12s6]

The environment used for testing should be com-
patible with the other adopted software engi-
neering tools. It should acilitate development
and control of test cases, as well as logging and
recovery of expected results, scripts, and other
testing materials.

5.2.4. Execution
[1*, c12s7]

Execution of tests should embody a basic prin-
ciple o scientic experimentation: everything
done during testing should be performed and
documented clearly enough that another person
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could replicate the results. Hence, testing should
be performed in accordance with documented
procedures using a clearly dened version o the
software under test.

5.2.5. Test Results Evaluation
[9*, c15]

The results of testing should be evaluated to
determine whether or not the testing has been
successul. In most cases, “successul” means
that the software performed as expected and did
not have any major unexpected outcomes. Not
all unexpected outcomes are necessarily faults
but are sometime determined to be simply noise.
Before a fault can be removed, an analysis and
debugging effort is needed to isolate, identify,
and describe it. When test results are particularly
important, a formal review board may be con-
vened to evaluate them.

5.2.6. Problem Reporting / Test Log
[1*, c13s9]

Testing activities can be entered into a testing
log to identify when a test was conducted, who
perormed the test, what sotware conguration
was used, and other relevant identication inor-
mation. Unexpected or incorrect test results can
be recorded in a problem reporting system, the
data for which forms the basis for later debug-
ging and xing the problems that were observed
as failures during testing. Also, anomalies not
classied as aults could be documented in case
they later turn out to be more serious than rst
thought. Test reports are also inputs to the change
management request process (see Software Con-
guration Control in the Sotware Conguration
Management KA).

5.2.7. Deect Tracking
[9*, c9]

Defects can be tracked and analyzed to determine
when they were introduced into the software,
why they were created (for example, poorly
dened requirements, incorrect variable declara-
tion, memory leak, programming syntax error),
and when they could have been rst observed in

the software. Defect tracking information is used
to determine what aspects of software testing
and other processes need improvement and how
effective previous approaches have been.

6. Software Testing Tools

6.1. Testing Tool Support
[1*, c12s11] [9*, c5]

Testing requires many labor-intensive tasks, run-
ning numerous program executions, and handling
a great amount of information. Appropriate tools
can alleviate the burden of clerical, tedious opera-
tions and make them less error-prone. Sophisti-
cated tools can support test design and test case
generation, making it more effective.

6.1.1. Selecting Tools
[1*, c12s11]

Guidance tomanagers and testers on how to select
testing tools that will be most useful to their orga-
nization and processes is a very important topic,
as tool selection greatly aects testing eciency
and effectiveness. Tool selection depends on
diverse evidence, such as development choices,
evaluation objectives, execution facilities, and so
on. In general, there may not be a unique tool that
will satisfy particular needs, so a suite of tools
could be an appropriate choice.

6.2. Categories o Tools

We categorize the available tools according to
their unctionality:

• Test harnesses (drivers, stubs) [1*, c3s9]
provide a controlled environment in which
tests can be launched and the test outputs can
be logged. In order to execute parts o a pro-
gram, drivers and stubs are provided to simu-
late calling and called modules, respectively.

• Test generators [1*, c12s11] provide assis-
tance in the generation test cases. The gen-
eration can be random, path-based, model-
based, or a mix thereof.

• Capture/replay tools [1*, c12s11] auto-
matically reexecute, or replay, previously
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executed tests which have recorded inputs
and outputs (e.g., screens).

• Oracle/le comparators/assertion checking
tools [1*, c9s7] assist in deciding whether a
test outcome is successful or not.

• Coverage analyzers and instrumenters [1*,
c4] work together. Coverage analyzers assess
which and how many entities of the program
fow graph have been exercised amongst all
those required by the selected test coverage
criterion. The analysis can be done thanks to
program instrumenters that insert recording
probes into the code.

• Tracers [1*, c1s7] record the history o a
program’s execution paths.

• Regression testing tools [1*, c12s16] support
the reexecution of a test suite after a section
o sotware has been modied. They can also
help to select a test subset according to the
change made.

• Reliability evaluation tools [9*, c8] support
test results analysis and graphical visualiza-
tion in order to assess reliability-related mea-
sures according to selected models.
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1. Software Testing Fundamentals

1.1. Testing-Related Terminology

1.1.1.Denitions o Testing and
Related Terminology

c1,c2 c8

1.1.2. Faults vs. Failures c1s5 c11

1.2.Key Issues

1.2.1. Test Selection Criteria /
Test Adequacy Criteria
(Stopping Rules)

c1s14, c6s6,
c12s7

1.2.2. Testing Effectiveness /
Objectives or Testing

c13s11, c11s4

1.2.3. Testing for Defect
Identication

c1s14

1.2.4. The Oracle Problem
c1s9,
c9s7

1.2.5. Theoretical and Practical
Limitations o Testing

c2s7

1.2.6. The Problem o Ineasible
Paths

c4s7

1.2.7. Testability c17s2

1.3. Relationship of Testing to
Other Activities

1.3.1. Testing vs. Static
Sotware Quality Management
Techniques

c12

1.3.2. Testing vs. Correctness
Proos and Formal Verication

c17s2

1.3.3. Testing vs. Debugging c3s6

1.3.4. Testing vs. Programming c3s2

2. Test Levels

2.1. The Target of the Test c1s13 c8s1

2.1.1.Unit Testing c3 c8

2.1.2. Integration Testing c7 c8

2.1.3. System Testing c8 c8
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2.2.Objectives o Testing c1s7

2.2.1.Acceptance / Qualication c1s7 c8s4

2.2.2. Installation Testing c12s2

2.2.3.Alpha and Beta Testing
c13s7,
c16s6

c8s4

2.2.4. Reliability Achievement
and Evaluation

c15 c15s2

2.2.5. Regression Testing
c8s11,
c13s3

2.2.6. Performance Testing c8s6

2.2.7. Security Testing c8s3 c11s4

2.2.8. Stress Testing c8s8

2.2.9. Back-to-Back Testing

2.2.10. Recovery Testing c14s2

2.2.11. Interace Testing c8s1.3 c4s4.5

2.2.12. Conguration Testing c8s5

2.2.13. Usability and Human
Computer Interaction Testing

c6

3. Test Techniques

3.1. Based on the Software
Engineer’s Intuition and
Experience

3.1.1. Ad Hoc

3.1.2. Exploratory Testing

3.2. Input Domain-Based
Techniques

3.2.1. Equivalence Partitioning c9s4

3.2.2. Pairwise Testing c9s3

3.2.3. Boundary-Value Analysis c9s5

3.2.4. Random Testing c9s7

3.3. Code-Based Techniques

3.3.1. Control Flow-Based
Criteria

c4
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3.3.2. Data Flow-Based Criteria c5

3.3.3. Reerence Models or
Code-Based Testing

c4

3.4. Fault-Based Techniques c1s14

3.4.1. Error Guessing c9s8

3.4.2. Mutation Testing c3s5

3.5. Usage-Based Techniques

3.5.1. Operational Prole c15s5

3.5.2. User Observation
Heuristics

c5, c7

3.6. Model-Based Testing
Techniques

3.6.1.Decision Table c9s6

3.6.2. Finite-State Machines c10

3.6.3. Testing from Formal
Specications

c10s11 c15

3.7. Techniques Based on the
Nature of the Application

3.8. Selecting and Combining
Techniques

3.8.1. Functional and Structural c9

3.8.2.Deterministic vs. Random c9s6

4. Test-RelatedMeasures

4.1. Evaluation of the Program
Under Test

4.1.1. ProgramMeasurements
That Aid in Planning and
Designing Testing

c11

4.1.2. Fault Types, Classication,
and Statistics

c4

4.1.3. Fault Density c13s4 c4

4.1.4. Lie Test, Reliability
Evaluation

c15 c3

4.1.5. Reliability Growth Models c15 c8
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4.2. Evaluation of the Tests
Performed

4.2.1. Coverage / Thoroughness
Measures

c11

4.2.2. Fault Seeding c2s5 c6

4.2.3. Mutation Score c3s5

4.2.4. Comparison and Relative
Effectiveness of Different
Techniques

5. Test Process

5.1. Practical Considerations

5.1.1.Attitudes / Egoless
Programming

c16 c15

5.1.2. Test Guides c12s1 c15s1

5.1.3. Test Process Management c12 c15

5.1.4. Test Documentation and
Work Products

c8s12 c4s5

5.1.5. Test-Driven Development c1s16

5.1.6. Internal vs. Independent
Test Team

c16

5.1.7. Cost/Effort Estimation and
Other Process Measures

c18s3 c5s7

5.1.8. Termination c10s4

5.1.9. Test Reuse and Patterns c2s5

5.2. Test Activities

5.2.1. Planning
c12s1
c12s8

5.2.2. Test-Case Generation
c12s1
c12s3

5.2.3. Test Environment
Development

c12s6

5.2.4. Execution c12s7

5.2.5. Test Results Evaluation c15
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5.2.6. Problem Reporting / Test
Log

c13s9

5.2.7.Defect Tracking c9

6. Software Testing Tools

6.1. Testing Tool Support c12s11 c5

6.1.1. Selecting Tools c12s11

6.2. Categories of Tools

c1s7, c3s9,
c4, c9s7,
c12s11,
c12s16

c8


